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Incorporating a Prevention Mindset 
into Threat Detection and Response
Security teams can proactively anticipate the attacker’s next move instead of reacting 
to specific threats.
By Sue Poremba, Contributing Writer, Dark Reading

FEATURE

In sports, the offense generally has the upper hand. The offensive players know 

the method of attack that will accomplish their objectives, and the attack’s suc-

cess or failure depends on how well the players execute. The execution also re-

quires outsmarting the defensive game plan. But defense is always reacting to what 

the offense does, no matter how good the defense is. While defense often does its 

job well — rarely does the offense manage to score on every attempt — it is a rare 

game where the defense completely stops the offense from scoring for an entire 

game. The defense mainly tries to keep the other team’s offense from causing too 

much damage.

Things aren’t all that different in cybersecurity. Threat detection and response 

systems are the organization’s defense to a cyberattack, and they traditionally have 

been reactive. The damage has to be done before the attack is noticed. Sophisti-

cated cybercriminals burrow through the network to gather information and esca-

late privileges, often avoiding detection for weeks and months, Microsoft general 

manager of security solutions Jonathan Trull wrote on the Microsoft Security blog.

“If you wait until these advanced persistent threats (APT) become visible, it can be 

costly and time-consuming to address,” Trull wrote.

http://microsoft.com/security/blog/2020/03/10/threat-hunting-part-1-why-your-soc-needs-a-proactive-hunting-team/


April 2022  3

INCORPORATING A PREVENTION MINDSET INTO THREAT DETECTION AND RESPONSE

A reactive security strategy hands almost all the power to 

cybercriminals. While threat detection and response will al-

ways be an important part of an enterprise cybersecurity 

program, attacks are also becoming more sophisticated and 

difficult to detect. Security teams need to shift their focus to 

proactive response and incorporate solutions geared toward 

prevention to improve their organizations’ security baseline 

and overall defenses.

A Brief History of Threat Detection and 
Response
Security teams have adopted a variety of approaches to 

threat detection and response over the years, ranging from 

“wait for something to stop working,” to strictly defined stan-

dard operating procedures and processes that result in nearly 

constant review of data across large, specialized teams. It’s 

been a pendulum swinging back and forth from detection to 

protection.

After research analyst Richard Stiennon wrote “Intrusion 

Detection Is Dead — Long Live Intrusion Prevention” back 

in 2003, next-generation firewalls eventually subsumed intru-

sion prevention systems in the enterprise. Beginning in 2010, 

the industry consensus shifted to the inevitability of breaches 

and encouraged renewed focus on detection and response. 

Gartner analyst Anton Chuvakin coined the term endpoint 

(threat) detection and response in 2013, and EDR emerged 

as a critical component for detection and response.

For monitoring and detection, security teams relied 

on intrusion detection systems (IDS)/intrusion preven-

tion systems (IPS), EDR, and Web application firewalls 

deployed in monitoring mode, says Rick Holland, CISO 

and vice president of strategy at threat intelligence shop 

Digital Shadows. Historically, preventive controls like 

application whitelisting have been challenging to admin-

ister and not scalable.

“We have often reverted to detection because a pre-

vention technology looked better on a marketing PDF 

than when deployed into a modern enterprise,” Holland 

says. “The people and process aspects of prevention are 

a significant obstacle to successful implementations. It 

is often easier and less risky internally to monitor than 

just block.”

Over the years, organizations such as the National Se-

curity Agency and the Center for Internet Security have 

written guidelines and benchmarks to define controls 

for the security industry, but they historically focused 

on detection. Security teams were more concerned with 

making sure business operations were never hindered, 

so there was more demand for threat detection tools 

than other types of prevention tools.

“The problem with the NSA guides and CIS bench-

marks was the complexity of the systems which were 

being deployed,” says Aaron Turner, vice president of 

SaaS posture at cybersecurity platform Vectra. “It was 

https://www.networkworld.com/article/2335066/reserving-judgment-on-ids-death.html
https://www.networkworld.com/article/2335066/reserving-judgment-on-ids-death.html
https://blogs.gartner.com/anton-chuvakin/2013/07/26/named-endpoint-threat-detection-response/
https://blogs.gartner.com/anton-chuvakin/2013/07/26/named-endpoint-threat-detection-response/
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difficult to prioritize the security configuration settings 

versus the compromises that had to be made for enter-

prise functionality. That tension between the desire to 

harden systems to prevent security incidents and the 

goal of usability and availability is what drove the waves 

of cyberattacks, which did significant damage in the 

2000s.”

As connectivity across networks, architectures, and 

systems grew in importance, threat actors had the up-

per hand.

Reactive, Not Proactive
“Many of us who have been in the industry for a while 

used to joke about the level of IT security spending 

pre- and post-incident,” says Turner.

Unless an organization had a highly mature security 

system, it was not uncommon, especially in those early 

days, for a company to spend barely 1% of its IT bud-

get on security. That would stay the status quo until the 

company suffered a major incident, at which time those 

security budgets would jump tenfold. Security teams 

rarely had the type of funding required to take a proac-

tive approach until after it was too late and executives 

went into reactive mode.

But even when they could do more, security teams 

tend to err toward detection and response above oth-

er types of approaches. “One of the traditional chal-

lenges with proactive and preventive controls is the 

confidence in the blocking action,” explains Holland. 

“Security teams have enough problems as it is, and we 

don’t want to shoot ourselves in the foot by inadver-

tently blocking legitimate traffic.”

It takes time for security team defenses to become 

comfortable with proactive actions. They have to gain 

confidence in the security control and the intelligence 

driving the action. After all, sources aren’t created equal, 

so security teams should prioritize internally curated in-

telligence instead of unvetted open source intelligence.

“Blocking legitimate traffic could be a career-limit-

ing move,” adds Holland. That’s why there are detec-

tion engineering teams and not prevention engineering 

teams. That itself demonstrates the preference for reac-

tive over proactive.

When to Add Prevention to the Threat 
Detection Process
If an organization hasn’t made any adjustments to reduce 

its attack surface, it will never truly be successful at de-

tection and response efforts. Reducing the attack surface 

requires introducing prevention into the threat detection 

process at the very beginning.

“I am of the mindset that I want to prevent everything I 

possibly can first, and then detect and respond to what-

ever is left over,” says Corey White, chief experience of-

ficer with cybersecurity service Cyvatar. “All too often, I 

see companies doing little to nothing to prevent, and buy 

only detection and respond tools. Then they get hacked 

and say that it would have happened anyway.”

There will always be the “we’re going to get hacked any-

way” skeptics in every organization, and they will be the 

ones who want to steer resources to the mitigation phase. 

But bringing prevention into the design of the security in-

frastructure at the beginning improves every step of the 

process, including the response and mitigation time.

Prevention makes your network environment more 

secure without relying upon detecting the latest attack 

technique in real time. In turn, this makes it harder for 

attackers to pivot to new attack models. This allows the 

security team to be proactive and even allows the team to 

anticipate the attacker’s next move, instead of the other 

way around.

Security teams rarely had the type of funding required to take a proactive 
approach until after it was too late and executives went into reactive mode.
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“Prevention is one of the first steps in the defensive 

security process because it can halt many known-bad 

threats,” says Matthew Warner, CTO and co-founder 

at automated threat detection and response provider 

Blumira.

However, Warner says there is one step to add even 

before prevention — establishing a good IT hygiene 

process with checks and balances. This allows for the 

proper use of threat detection and response systems. 

Otherwise, prevention can only be as useful as it has 

been configured and how it has been positioned.

“How it’s used immediately maps to its efficacy within 

the environment,” Warner explains. “For example, hav-

ing a next-generation antivirus that is poorly tuned and 

is not reporting out its findings may give you baseline 

blocking of obviously bad signatures, but may allow 

threats through. An IPS that’s not positioned properly 

or is only alerting on critical IPS signatures rather than 

blocking can only do so much. Ensuring that the pre-

vention stage can be successful starts with building IT 

maturity and growing knowledge internally.”

Creating the Prevention Mindset to Improve 
the Security Baseline
Understanding where preventive measures exist, the 

gaps, and possible points of exploitation and risks can 

all be useful for a threat detection team because it pro-

vides them with insight into where to investigate further, 

according to Sanjay Raja, VP of product marketing and 

solutions for risk analytics provider Gurucul. Recogniz-

ing which resources are most likely to be compromised 

and then prioritizing the response will better assist the 

security team’s ability to close or remediate any gaps.

“These two areas are too siloed right now, and really 

preventive and reactive security measures should start 

to work together to thwart an attack campaign across 

the attack continuum, i.e., before, during, and after an 

attack,” says Raja. “This is where proper self-learning 

machine learning and AI can be helpful to continuously 

analyze activity, behaviors, current controls, and auto-

mate changes to the environment to harden against fur-

ther attacks or new variants.”

To build prevention into the threat detection and re-

sponse model requires integrating security into the 

foundation for how enterprises use technology.

“Security should be an integral part of everyone’s day 

to day responsibilities; not solely that of the ‘Information 

Security Team,’” says Kevin Novak, managing director 

with security consultancy Breakwater Solutions. “Secu-

rity should be baked into the application development 

process, not as a last-minute add-on.”

Unfortunately, not everyone sees the wisdom of baking 

security into application development, especially not at 

the front end to improve prevention solutions. Instead of 
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creating a mindset around preventing attacks, budgets 

continue to be skewed toward more detect and respond 

tools, which leads to more hacks.

“If you look at most hacks,” says Cyvatar’s White, 

“they come from failures in the basics: asset manage-

ment, vulnerability management, endpoint prevention 

not detection, no MFA, or security awareness. Instead, 

the organization is spending a ton on an MDR/XDR solu-

tion that is designed to only detect and respond.”

Effective prevention activities that are fed by red team 

efforts can help change the mentality that pushes pre-

vention tools aside, whether those insights are internal 

to the organization or gained from the cybersecurity 

ecosystem through events like Black Hat or RSA Con-

ference, training sessions, or ISAC consortiums. Secu-

rity teams also need to invest in technologies that auto-

mate prevention activities.

“Attackers have automated their ability to find and ex-

ploit vulnerabilities, and security teams need to make 

an equal investment in automation technologies,” says 

Turner from Vectra.

And there is one more concern prohibiting full adop-

tion of prevention integration into the detection and 

response process. The majority of initial compromises 

aren’t about vulnerabilities or gaps in outer defenses. 

They come from human users helping to escort attack-

ers through the front door via clever and hard-to-prevent 

phishing attacks and social engineering. Human behav-

ior has to be considered for any security program to 

work. And when it comes to prevention, people need to 

be a lot more proactive about their behaviors that lead 

to attacks.

Three-Pronged Approach to Integrating 
Prevention Into Threat Protection
There is a tendency to focus on the technology compo-

nent of any cybersecurity program while minimizing the 

importance of the roles people and processes play. All 

three are necessary.

“People, processes, and technology are symbiotic with 

one another,” says Novak. “People follow processes to 

implement and maintain technology that is used in sup-

port of the company’s core mission and vision. All three 

work harmoniously to manage risk to an acceptable level 

that falls in line with tolerances set by the management 

group and board of directors.”

Each role individually brings prevention into the threat 

detection and response discussion.

People

Find disruptive people who can think orthogonally about 

the way systems are configured, utilized, and main-

tained, suggests Turner. Comparing these “prevention” 

team members to traditional penetration testers, for 

example, they need to have that critical thinking ability 

but also the business focus to understand how to imple-

ment protections in a way that doesn’t hamstring normal 

business operations.

Other key team members will be those who can trans-

late regulatory compliance requirements into prevention 

activities. Many regulations recommend prevention ac-

tivities that were effective years ago, so it is important 

for prevention activities to use compliance requirements 

not as a forward-looking planning tool, but as a means to 

build flexible prevention controls that will be effective as 

the regulations catch up.

Security awareness training across the company gets 

everyone in the organization on the prevention bandwag-

on. Every user should hold responsibility for threat pre-

vention. That’s only possible if they know what a threat 

People follow processes to implement and maintain technology that is used in 
support of the company’s core mission and vision.
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looks like or the tactics a cybercriminal uses to launch 

an attack. The simplest way to avoid malware is to not 

act on a phishing email, but too many people don’t rec-

ognize the difference between a legitimate email and a 

scam. Awareness training also requires a communica-

tion component. Employees across the company must 

feel comfortable reaching out to the security team with 

questions and for advice. That means the security team 

must be approachable.

Processes

It is the people that create the process, and they have 

to build prevention-based processes, says White. “I have 

seen companies with tens of thousands of response-based 

processes and virtually no prevention-based processes,” 

he says.

Processes combine people and technology. Organiza-

tions should design processes that help everyone, from 

entry-level employees to C-suite executives, work on 

prevention. Putting processes in place creates clear guid-

ance for everyone to manage vulnerabilities, reduce their 

companies’ attack surface, harden their IT systems and 

applications, and become aware that humans are gener-

ally the most vulnerable part of a technology system.

Automate known processes to reduce reliance on peo-

ple and streamline time to detection and response, but 

be aware that a bad automated process can lead to false 

positives and alert fatigue, hindering progress toward a 

prevention-first process. Strong automated processes 

identify and prioritize weak configurations in applications 

and systems so they can be mitigated before a threat ac-

tor exploits the vulnerability.

Technology

Technology really is the least important of the three roles 

to integrate prevention strategies. Tools are only effective 

if they are configured properly by security teams and if 

the right processes are in place to update technology as 

attacks change.

Automation, AI, and machine learning are popular tech-

nologies, but organizations need to invest in the tools that 

make sense for their needs, not what is popular at the 

moment. Technology should address the security prob-

lems that need to be prevented and remediated before 

they get to the detection stage. There are plenty of tech-

nology solutions available for all sizes of company and for 

almost every security need possible, covering prevention, 

protection, detection, and response. Choose the technol-

ogy that covers the biggest security weakness and threat.

Working in Tandem
Remember that for all the good things technology can 

do, the same tools and technologies you have are 

available to adversaries too. Just as an AI tool can 

INCORPORATING A PREVENTION MINDSET INTO THREAT DETECTION AND RESPONSE
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prevent an attack, it can also be used to launch one. 

That is why people, processes, and technology have to 

work in tandem in order to successfully integrate pre-

vention into the threat detection and response system. 

The three roles need to be balanced. A tech-heavy ap-

proach devalues the importance of human investment, 

yet it is the people who make the technology work. A 

security team that works in an echo chamber, listening 

only to each other, creates ineffective processes.

If a security team has not used every resource available to 

them in order to find weaknesses before attackers do, there 

can’t be any real certainty about detection and response 

capabilities. Too many organizations don’t understand how 

something as simple as choosing the right privacy set-

tings in a cloud platform could go a long way in prevent-

ing user behaviors that lead to vulnerabilities.

“Spend the time to think through the entire digital 

system supply chain for your organization and ask if 

there is a door that can be closed or window that can 

be locked to prevent easy access to digital infrastruc-

ture by attackers,” says Turner. “The old saying still 

holds true, an ounce of prevention is worth more than 

a pound of cure.”

Incorporating the concept of strong prevention into 

your detection and response system lets the security 

team set a solid baseline. This allows for prevention 

to take care of a large portion of table stakes within 

defensive security so people’s time can be spent on re-

sponse and hygiene within the environment, according 

to Warner from Blumira. By layering on additional tech-

niques and processes, organizations are able to utilize 

that prevention mindset to ensure that they won’t need 

to scale them to impossible feats.

The threat detection and response approach tends to 

be defined by the maturity of the organization and the 

value they put on information technology. “This does 

not necessarily mean that approaches without massive 

budgets and teams cannot be successful, however,” 

says Warner. “The approach that grows your capabili-

ties over time while maintaining forward momentum in 

technology allows for security and IT teams to be the 

most successful in many cases.”

And if the goal is to have fewer successful cyber in-

cidents, integrating a prevention mindset is the most 

optimal approach to improving security in threat detec-

tion systems.

“If companies take an outcome-based approach to 

this, then the outcome is to not get hacked,” says White. 

But the term “threat detection and response” implies 

that it is OK to get hacked. The mindset is “we will find it 

in time to prevent anything bad from happening.”

“The number of successful attacks increases every 

year,” White adds. “Detection and response is not 

working. It is time for a change.”

INCORPORATING A PREVENTION MINDSET INTO THREAT DETECTION AND RESPONSE

Too many organizations don’t understand how something as simple as choosing 
the right privacy settings in a cloud platform could go a long way in preventing user 
behaviors that lead to vulnerabilities.

About the Author: Sue Poremba is freelance writer based in 
central Pennsylvania. She’s been writing about cybersecurity and 
technology trends since 2008. Her work has appeared on IT Busi-
ness Edge, Tom’s Guide, Forbes, CIO, CSO, Security Magazine, and 
USA Today, among other publications.



April 2022  9

The ‘Assume Breach’ Mentality Is Taking Us Backward.
Here’s How to Move Toward a Prevention-First Approach
Although detection and response will not go away, with attacks getting more sophisiticated and harder to detect, security 
professionals need to start thinking about prevention, too.
By Yariv Fishman, VP Product Management, Deep Instinct

DEEP INSTINCT PERSPECTIVES

SPONSORED CONTENT

“Assume breach” is the de facto mindset among 

cybersecurity experts. The thinking is that   

threat actors are already inside the network, 

and if you don’t stop them, an attack is inevitable. Despite 

the significant increase in investments in security tooling, at-

tacks are exponentially increasing. That raises the question, 

is the reactive “assume breach” mindset still the valid go-to 

approach in 2022?

The work-from-anywhere culture, recent events such as 

Log4j and Microsoft Exchange server attacks, and the cur-

rent geopolitical climate have placed a heightened priority 

on cybersecurity teams. Gartner estimates that spending 

on information security and risk management will total $172 

billion in 2022, up from $155 billion in 2021 and $137 billion 

the year before.

One of the most noticeable takeaways from a recent re-

search study on 2021 threat trends from Deep Instinct is 

that threat actors are becoming more successful at evad-

ing solutions like endpoint detection and response (EDR). 

IBM’s “Cost of a Data Breach Report 2021” found that in 

2021, it took an average of 212 days to identify a breach and 

an average 75 days to contain a breach, for a total of 287 

days. That’s nearly a week longer than in 2015. While this 

can be accounted for by an increased volume and severity 

of attacks, it does not feel like we are heading in the right 

direction.

As the cyber-threat landscape has continually adapted 

and changed, the “assume breach” mindset has not. “As-

sume breach” is reactive and gives the attackers the advan-

tage. We need to be asking, “How can I make it so difficult 

for attackers to get in that that they will want to move on to 

an easier target?” It’s time to innovate for a proactive ap-
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proach. Implementing a prevention-first mindset is a great 

place to start. 

Following are practical steps to tighten security and keep 

bad actors out. 

1. Reduce Reliance on Detection and 
Response
EDR tools are for organizations with the “assume breach” 

mindset looking to identify suspicious behaviors signifying 

an attack is underway. While EDR provides organizations 

with significant value for investigation, response, and reme-

diation, it is still a reactive approach. Traditional EDR detects 

signs of malicious activity on the endpoint by analyzing the 

behavior after the threat has executed. Once found, the 

threat is blocked and the security team receives the alert 

to investigate and remediate. While this can happen quick-

ly for certain threats, others are able to install backdoors, 

droppers, and artifacts before they are discovered, making 

clean-up and eradication extremely difficult.

2. Practice Proper Security Hygiene
Cyber hygiene goes a long way toward optimal cybersecu-

rity. Poor cyber hygiene can lead to security incidents, data 

compromise, and data loss. Two recent developments, “The 

Great Resignation” and the work-from-anywhere model, 

have had a big impact on security postures and how well 

the company is positioned to handle existing and emerging 

THE ‘ASSUME BREACH’ MENTALITY IS TAKING US BACKWARD. HERE’S HOW TO MOVE TOWARD A PREVENTION-FIRST APPROACH

threats. Practices like ensuring vulnerabilities are patched, 

ports are closed, and employees are trained are extremely 

important, significantly reducing your attack surface.

3. Vulnerability and Patch Management
New vulnerabilities are discovered daily, and patches ad-

dressing those vulnerabilities are typically released relative-

ly quickly. But because of shifting priorities, some patches 

may not be applied right away — and sometimes, never. 

According to ServiceNow, 60% of cyberattacks could have 

been prevented if an available patch had been applied. On 

average, 39% of breached organizations say they were 

aware that they were vulnerable before the cyberattack oc-

curred. For example, the REvil infection of Kaseya was one 

of 2021’s greatest supply-chain attacks. REvil took advan-

tage of a then-unpatched zero-day vulnerability in the Ka-

seya VSA product. The race between patching vulnerable 

systems and an attacker’s ability to create a single-day ex-

ploit will continue in 2022.

From Reactive “Assume Breach” to Proactive 
Prevention-First
According to the Department of Justice, “Since 2016, over 

4,000 ransomware attacks have occurred daily in the Unit-

ed States.” Emsisoft analysis found that “globally a mini-

mum of $18 billion was paid in ransoms in 2020, while the 

cost of downtime for the victim organizations added billions 

more in costs.” A proactive, prevention-first approach will 

reduce the downstream costs of your EDR or SIEM, and re-

cent advancements in AI (specifically, deep learning) makes 

this approach possible. Deep learning is the most advanced 

form of artificial intelligence, which successfully detects 

never-before-seen malware, zero-day threats, ransomware, 

and advanced persistent threat (APT) attacks — faster and 

with greater accuracy — before a threat executes on an 

endpoint.

Prevention does not replace detection and response; it 

makes it more efficient and reduces the cost of remediation. 

A defense-in-depth strategy is still necessary, and moving 

from “assume breach” to a proactive prevention-first mind-

set will better prepare you to protect your organization well 

into the future.

About Deep Instinct: Deep Instinct takes a prevention-first 
approach to stopping ransomware and other malware using the 
world’s first and only purpose-built, deep learning cybersecu-
rity framework. We predict and prevent known, unknown, and 
zero-day threats in <20 milliseconds, 750X faster than the fastest 
ransomware can encrypt. Deep Instinct has >99% zero-day ac-
curacy and promises a <0.1% false positive rate.  The Deep 
Instinct Prevention Platform is an essential addition to every 
security stack — providing complete, multilayered protection 
against threats across hybrid environments. For more, visit  
www.deepinstinct.com. 

http://www.deepinstinct.com
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XDR Pushing Endpoint Detection and 
Response Technologies to Extinction
Ironically, EDR’s success has spawned demand for technology that extends beyond it.
By Jai Vijayan, Contributing Writer, Dark Reading

NEWS

The success that many organizations have had in recent years with end-

point detection and response (EDR) products may be hastening the end 

of the technology.

Pushing it to the sidelines is an emerging class of extended detection and response 

(XDR) technologies that pairs EDR functions with telemetry from the network, applica-

tions, and cloud, Forrester Research said in a report.

Forrester is one among several analyst firms that has noted the rapid emergence of 

XDR as an approach to mitigating cyberthreats from the enterprise endpoint to the cloud.

Gartner, for instance, views XDR tools — as well as machine learning and automation 

— as key to improving threat detection accuracy and security productivity, especially 

for resource-strapped security operations centers (SOCs). Omdia has described it as 

a technology that is “quickly taking the enterprise cybersecurity industry by storm.” 

In a survey, ESG Group found 70% of organizations are already using or considering 

XDR. Another survey, conducted by the Ponemon Institute on behalf of FireEye, found 

organizations intended to spend an average of $333,150 on XDR in 2020, compared 

with $183,150 on security information and event management (SIEM) and $345,150 on 

security orchestration, automation, and response (SOAR).

Several factors are driving interest, says Forrester analyst Allie Mellen. The first is the 

https://start.paloaltonetworks.com/gartner-top-security-risk-management-trends.html
https://www.darkreading.com/threat-intelligence/omdia-research-spotlight-xdr/a/d-id/1340631
https://www.fireeye.com/mandiant/automated-defense/esg-report-impact-of-xdr-on-the-soc.html
https://www.fireeye.com/company/press-releases/2021/new-ponemon-research--growing-security-operation-center-challenges-increasing-complexity-and-rising-costs-drive-investments-in-XCR-and-security-automation.html
https://www.fireeye.com/company/press-releases/2021/new-ponemon-research--growing-security-operation-center-challenges-increasing-complexity-and-rising-costs-drive-investments-in-XCR-and-security-automation.html
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fact that understaffed SOC teams simply don’t have the 

time required to thoroughly investigate and respond to 

every threat facing their organizations, especially given 

the plethora of security tools they must deal with.

Many security leaders, having seen the value in EDR, 

are also looking for ways to extend those capabilities be-

yond the endpoint.

“While EDR provides effective endpoint detection and 

response, security teams require more telemetry than 

just the endpoint,” Mellen says. “XDR provides need-

ed visibility and control to other parts of the business 

through integrations that combine EDR data with other 

types of telemetry.”

The third factor driving interest in XDR is the cloud. With 

enterprises shifting more of their operations to the cloud, 

security leaders are under growing pressure to protect 

data there, she says.

XDR builds on the success of EDR and is in a way 

the next evolution of the technology, Mellen says. Like 

conventional EDR tools, XDR also gathers and analyzes 

security event and threat data from endpoint devices, 

such as laptops, workstations, and mobile devices. Un-

like EDR technologies, though, XDR unifies this endpoint 

security data with data from network tools, applications, 

identity and access management tools, and the cloud. 

Importantly, XDR enables an automated response capa-

bility as well.

Collision Course
Up until now, security teams have typically used secu-

rity analytics tools, SIEM, network analysis products, 

and data lakes to try to match data from their EDR tools 

with the rest of the environment. While such efforts have 

had varying degrees of success, they have also been ex-

tremely resource-intensive, involved way too much data, 

and yielded a high rate of false positives.

Importantly, many security analytics platforms, like 

SIEM, are primarily useful in gathering and aggregating 

security event and log data from a wide variety of sourc-

es — but less so for analytics. That’s because the primary 

driver for SIEM deployments, for instance, has typically 

been compliance, Mellen says.

“XDR looks to address these gaps by centralizing de-

tection in telemetry that is known to produce high-effi-

cacy detections,” she says. “By basing detections in the 

endpoint, whether the endpoint takes the form of a lap-

top, workstation, mobile device, or the cloud, XDR aims 

to reduce false positives and focus detections on the data 

most likely to yield accurate detections.”

Enterprises that are shopping for EDR technologies will 

need to decide whether they want to go with a native 

XDR capability or a hybrid one. Forrester defines native 

XDR as technology where integration is focused around 

products that are already in a vendor’s existing portfolio. 

A hybrid XDR environment, on the other hand, integrates 

products from multiple third parties.

The benefit with native XDR is that it offers a relatively 

straightforward buying process and tight integration. The 

benefit with hybrid XDR is that it allows security orga-

nizations to choose best-of-breed products, though the 

integration could be a bit of a struggle, Mellen says. XDR, 

both hybrid and native, is delivered via a software-as-a-

service (SaaS) model.

Mellen expects the shift from EDR to XDR will happen in 

an evolving manner.

“XDR detections remain mired in endpoint data, which 

is currently limited to laptops, workstations, and mobile 

devices,” she says. “[But] as XDR capabilities mature and 

detection expands beyond the traditional endpoint, it will 

siphon off more tasks from the SIEM until they become 

head-to-head competitors in the next three to five years.”

About the Author: Jai Vijayan is a seasoned technology re-
porter with over 20 years of experience in IT trade journalism. 
He specializes in writing on information security and data pri-
vacy topics. He was most recently a Senior Editor at Computer-
world. He is a regular contributor to Dark Reading, CSO Online, 
and TechBeacon.
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Will the Biggest Clouds Win? 
Lessons From Google’s Mandiant Buy
Google eventually won out in the competition for Mandiant, but Microsoft’s interest underscores the trend in consolidation of 
security services into large cloud providers, experts say.
By Robert Lemos, Contributing Writer, Dark Reading

NEWS

In late February 2022, Microsoft reportedly dropped out of the running to acquire cy-

bersecurity services firm Mandiant.

Yet the interest of the cloud giant — and the eventual price tag set by the win-

ner, Google, of $5.4 billion — suggests that a consolidation is underway. But rather 

than a few large security-focused companies driving consolidation, the acquisition 

activity suggests that the big winners will be large cloud companies that better in-

tegrate cybersecurity into their services and offer new products and services based 

on their expertise.

In the same way that Microsoft’s addition of endpoint security to Windows through 

its Windows Defender service has caused concern among endpoint security vendors, 

the fact that Microsoft is looking for a security-services provider may be a cause for 

concern in that industry, says Jeff Pollard, vice president and principal analyst at For-

rester Research.

It’s been obvious for a few years now that these tech titans — Microsoft Azure, Am-

azon Web Services, and Google Cloud — were interested in cybersecurity and were 

monetizing cybersecurity in a way that others could not, he says. “Security vendors 

took a long time to understand cloud — and you could argue that many still don’t — 
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so when you take Microsoft’s and Google’s fundamental 

understanding of cloud engineering and cloud operations, 

they can deliver enterprise software and services in a way 

that security vendors just don’t have the expertise for.”

Google’s planned purchase of Mandiant for $5.4 billion 

will be the second-largest acquisition by the company, 

following its purchase of Motorola Mobility’s mobile de-

vice manufacturing business for $12.5 billion in 2011, 

and beating out the 2014 acquisition of home automation 

maker Nest Labs for $3.2 billion in 2014, according to 

reports. The company first moved into security in 2009, 

with its acquisition of reCAPTCHA, and continued with 

the purchase of antivirus scanning service VirusTotal in 

2012, anti-spam and email security provider Impermi-

um in 2014, backup and disaster-recovery firm Actifio 

in 2020, and security orchestration, automation, and re-

sponse (SOAR) firm Siemplify in 2022.

In the short term, the announced acquisition adds 

uncertainty for Mandiant customers but likely will not 

change the outlook of Google Cloud customers, except 

to reassure them that the company is paying attention to 

cybersecurity, says Gadi Naveh, cyber data scientist with 

Canonic Security a security-as-a-service startup.

“Over time, the acquisition of a prominent cybersecu-

rity leader such as Mandiant has the potential to build 

out Google Cloud’s native security capabilities,” he says. 

“While existing Google Cloud customers who have already 

engaged Mandiant may find it easier to work with a single 

vendor, the change of corporate ownership is unlikely to 

change day-to-day security operations processes.”

Google Plans: More Services, More Cloud 
Integrations
Overall, Google has only discussed its plan in broad 

terms and does not plan to shake up the industry — at 

least initially.

The online giant pointed to five areas that it expects to 

be strengthened by its purchase of Mandiant. While Goo-

gle launched its own advisory services in October 2021, 

the company sees Mandiant as a way to add practical 

depth to its goal of helping organizations improve their 

security strategies across hybrid cloud and on-premises 

environments. Along with Siemplify, Mandiant’s portfolio 

would also help Google expand its automation and re-

sponse tools and allow clients to more easily respond to 

attacks. Testing and validation services and managed de-

fense are two other areas that could be bolstered by the 

Mandiant buy.

One area where the combination of the two compa-

nies could really make a difference is in vulnerability re-

search and threat intelligence, says Forrester’s Pollard. 

The capabilities of the two companies, if they manage to 

augment the research team with real-world threat intelli-

gence, could be significant, he says.

https://www.darkreading.com/cloud/google-to-buy-mandiant-aims-to-automate-security-response
https://en.wikipedia.org/wiki/List_of_mergers_and_acquisitions_by_Alphabet
https://en.wikipedia.org/wiki/List_of_mergers_and_acquisitions_by_Alphabet
https://www.darkreading.com/database-security/actifio-boosts-storage-efficiency-capacity
https://www.darkreading.com/operations/google-buys-siemplify-to-get-ahead-in-cloud-security
https://www.darkreading.com/operations/google-buys-siemplify-to-get-ahead-in-cloud-security
https://www.googlecloudpresscorner.com/2022-03-08-mgc
https://www.darkreading.com/cloud/google-launches-security-advisory-service-security-to-workspaces
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“Google has sponsored security research and threat re-

search now for quite a long time, and that is a key com-

ponent of what Mandiant brings to the table from a threat 

intelligence and incident response perspective,” Pollard 

says. “And with those two coming together, that could be 

one of the more interesting things to come out from this.”

Will Cloud Fully Take Over Security?
Yet how well Google can sell security services is still 

up in the air. In the past, leading companies in differ-

ent industries have argued that they could launch a 

platform from which all security could be provided, 

but those predictions really never have been realized, 

says John Pescatore, director of emerging security 

trends at the SANS Institute.

Pescatore instead views the acquisition as a way to 

improve Google’s ability to protect its cloud, and to 

detect and respond to attacks on behalf of its cus-

tomers.

“I don’t think that Google will grow Mandiant’s reve-

nues,” he says. “I think Google will use Mandiant’s tal-

ent to make its infrastructure more secure and make 

their customers’ footprint more secure.”

Google will also have significant challenges in con-

tending with hybrid infrastructure and facing concerns 

with placing all security functions in the control of a 

single vendor, says Canonic Security’s Naveh.

“IT environments don’t always conform to the dis-

crete layers of infrastructure, platform, and software,” 

he says. “While the Google Cloud team may have 

plans to bundle Chronicle with a Mandiant-powered 

managed services on top, some security leaders may 

prefer diversification at the expense of the promise of 

convenience.”

Finally, the Mandiant purchase still leaves holes in 

Google’s security services and capabilities, says For-

rester’s Pollard. In particular, the company still does 

not have a significant endpoint detection and response 

capability that integrates into the cloud — often called 

extended detection and response, or XDR.

“When you take a look at some of the constituent 

elements, there are still some gaps there in the overall 

portfolio,” Pollard says. “Mandiant did not complete 

Google in every way, from a capability perspective, 

but it definitely augments a lot of the Google capabil-

ities with the expertise that Mandiant brings.”

About the Author: Rob Lemos is a contributing writer at Dark 
Reading. He is a veteran technology journalist of more than 20 
years and a former research engineer. He has written for more 
than two dozen publications, including MIT’s Technology Review, 
Popular Science, and Wired News.
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Weakness in EDR Tools Lets Attackers Push Malware 
Past Them
A technique called hooking used by most endpoint detection and response products to monitor running processes can be abused, 
research shows.
By Jai Vijayan, Contributing Writer, Dark Reading

NEWS

A fundamental weakness in the way almost all endpoint detection and response 

(EDR) systems work gives attackers an opening to sneak malware past them.

Fixing the issue is not going to be easy, requiring a substantial overhaul of 

most current EDR systems on the market, Optiv said in a 2021 report. EDR products are 

designed to detect and respond to suspicious behaviors and attacks on endpoint de-

vices. Most combine signature-based malware detection with heuristic analysis, sand-

boxing, and other techniques to spot and block threats. The technology allows security 

teams to quickly isolate compromised systems and collect endpoint logs and other 

threat indicators to facilitate remediation.

One technique many EDR products use to detect suspicious activity and gather infor-

mation for behavior-based analytics is called “hooking.” Matthew Eidelberg, technical 

manager at Optiv, describes hooking as a technique for monitoring computer programs 

as they run. The hooks are placed at a System Call (syscall) interface, which allows a 

running process to interact with the operating system to request services, such as allo-

cating memory, or to create a file.

“Many EDR products place these hooks at a point of program execution that users 

have access to so they have permissions to remove or completely bypass them,” Ei-

delberg says.
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The hooks give EDR agents on endpoint devices a 

way to monitor all running processes and look for any 

changes to those processes. The EDR agent passes 

data gathered via hooking to the EDR vendor’s platform 

for further analysis.

The problem is that because the hooks are placed in 

user space, everything in a process’ memory space when 

the process is created has the same permissions as the 

user running it.

“This means that malicious code has the same permis-

sions as the system Dynamic Link Libraries,” Eidelberg says.

As a result, attackers can modify the hooks in these 

system DLLs to allow malicious code to bypass the EDR 

product’s detection and remediation mechanisms. Be-

cause of where the hooks exist, attackers could also write 

their own malicious system call functions into a process 

and have the operating system execute the functions.

“EDR products don’t know that these exist or where 

they are located, so it makes it impossible for them to 

hook,” Eidelberg says.

Optiv’s research into weaknesses around EDR and 

memory hooks builds on previous work by other research-

ers. But rather than focusing on techniques that work only 

on individual products, the security vendor looked to see 

whether it could find systemic issues with hooking across 

all EDR products that attackers could exploit, Optiv said 

in its report. As part of its effort, the company developed 

exploits showing how it could sneak a malicious payload 

past products from four leading EDR product vendors.

An attacker would only need access to a remote end-

point to execute these attacks, Eidelberg notes. Howev-

er, EDRs that operate in the kernel space shouldn’t be 

as affected.

“This is because the kernel space is one area where 

these hooks are pretty reliable,” he says. “It’s hard for an 

attacker to do anything in the kernel given security con-

trols around loading code.”

Eidelberg says Optiv has been helping EDR vendors un-

derstand how attackers can exploit these issues in the 

wild. Several of them have begun to revamp their prod-

ucts and augment the telemetry collected via hooking to 

see whether they can detect tampering of system DLLs, 

he says. Some vendors are even moving their hooks into 

protected kernel space.

“All of these are great steps but will take some time to 

implement,” he notes.

In the meantime, organizations should continue ensur-

ing they have strong controls and detection mechanisms 

for preventing attackers from getting to the point where 

they can execute malicious code on an endpoint system 

in the first place, Eidelberg says.

“For an attacker to exploit this, they would need to get 

their malicious code onto an organization’s systems and 

execute these actions,” he says.

About the Author: Jai Vijayan is a seasoned technology re-
porter with over 20 years of experience in IT trade journalism. 
He specializes in writing on information security and data pri-
vacy topics. He was most recently a Senior Editor at Computer-
world. He is a regular contributor to Dark Reading, CSO Online, 
and TechBeacon.
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