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The cyberattackers hit their mark: Now what do you do? Whom do you call first? Do you have a plan to contain the damage, eliminate
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any harder than it needs to be. In this special report, learn the Xs and Os of any good security incident readiness and response playbook.

Next

FEATURE

Developing an Incident Readiness and
Response Playbook
A formal plan can help alleviate some of the challenges of detecting, responding to, and
recovering from a data breach.
By Jai Vijayan, Contributing Writer, Dark Reading

D

ata breaches have become almost a cost of
doing business online for many organizations
across industry sectors. An efficient incident
response (IR) capability can help contain damages
from these incidents.
A formal security incident preparedness and response playbook can lend structure to an organization’s plans for responding to and mitigating a major
data breach or other security event. An IR playbook
typically contains rules and recommendations for the
specific steps that security teams and other stakeholders from across the enterprise need to take to detect, respond to, contain, remediate, and recover from
a data beach.
Security experts consider IR playbooks as critical to

ensuring effective incident response at a time when
companies are under increasing pressure to comply
with regulatory mandates and respond to concerns
over financial repercussions, brand erosion, and
customer churn tied to data breaches. In recent
years, organizations that have experienced
major security incidents have ended up
paying tens — even hundreds — of millions
of dollars in breach response, remediation,
and related expenses.
Yet a recent survey of more than 500
security and risk professionals that Wakefield
Research conducted on behalf of Red
Canary, Kroll, and VMware showed that 36% of
organizations still don’t have any structured IR process.
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Nearly half (46%) required more than one hour at least
to contain a threat, and 25% of organizations that had
experienced three or more compromises in the past year
required at least 12 hours for breach containment.
Eric Parizo, an analyst at Omdia, says an IR playbook
can help organizations standardize the set of actions an
analyst or a security operations team must take when responding to an incident. A playbook can help ensure consistency and adherence to business requirements while
also ensuring that effective measures are taken to investigate, assess, respond to, and close incidents, Parizo says.
Effective playbooks contain processes for documenting
ways to learn from a data breach or security incident and
ways to mitigate the risk of the same thing happening
again, he says.
To identify the most important things to include in an IR
playbook, Dark Reading spoke with Parizo and several
other security experts in the incident response realm. This
report offers a look at some of their recommendations.

addressed. To properly prepare for an incident, organizations
need a clear idea of their most critical data, applications,
services, and infrastructure so responses and resources are
applied appropriately in the event of a breach. Also vital is
an understanding of existing backup, system recovery, and
business continuity processes.
In addition, security leaders need to identify the type of
security incidents that the organization is exposed to the
most and the potential impact of these incidents. Phish,
ing and other email-driven malware, for example, are at
or near the top of the list for most organizations, Parizo
says. Therefore, it’s a good idea to build IR playbooks for
those incidents first. “Organizations that don’t have their
own data to analyze can alternatively look at an approach
like threat modeling as part of an overall risk assessment
process and then use a risk-driven process to develop
playbooks,” Parizo says.
Establishing an IR team in advance of an incident is another widely recommended best practice. Industry analysts have long advocated the need for such teams to
include members from the IT and security teams as well
as the legal and HR departments, business units, and PR
and marketing groups. While the IT and the security teams
are critical for addressing and mitigating the breach itself,
there is often a whole set of other actions that need to

Incident Planning & Preparedness
Security experts agree that one of the first steps to developing an IR playbook and plan is to have a thorough understanding of the organization’s risk exposures, biggest
security vulnerabilities, and potential gaps that need to be

July 2021 3

Previous

Next

Developing an Incident Readiness and Response Playbook

happen in parallel, including meeting obligations related to
compliance, notification, and disclosure
Joseph Carson, chief security scientist and advisory
CISO at ThycoticCentrify, a provider of cloud identity security services, says organizations need to make sure that
roles and responsibilities for incident team members are
clearly defined and agreed upon. Identify which team members will be involved in the incident response and assign
specific responsibilities for everyone else on the team, he

Once an incident preparedness and
response plan has been developed, it’s
always a good idea to test if the plan
works as intended.
says. For example, IT admins may need to pull reports or
make changes to systems. Help-desk staff may need to
change access levels or respond to inquiries. And during
all the phases of incident response, someone must be in
charge of collecting forensic evidence and maintaining a
solid chain of custody, Carson says. “Clarify responsibilities for the executive team, public relations, legal, finance,
human resources, and customer support so they are ready
when the time comes,” he notes.

While planning for incident preparedness and response,
organizations should also consider whether they want
to handle the whole task internally or outsource it to a
third-party services provider. Numerous managed detection and response (MDR) vendors currently provide services for managing the aftermath of a major security incident and limiting damage from it. Security teams can tap
these services for everything from monitoring and security
event alerting to breach detection and analysis, damage
containment, threat eradication, recovery, and post-incident analysis.
According to Wakefield Research’s survey, 76% of organizations currently use a third-party service provider for
at least some IR-related function. Among the most-cited
benefits are quicker breach containment and response,
internal skills augmentation, and quicker threat detection.
Because of such benefits, analysts often recommend that
high-risk organizations have a third-party service provider
on a retainer basis so they don’t have to go hunting for one
in the immediate aftermath of a breach. They also note that
regardless of how much is outsourced, there always will
be a requirement for someone within the organization to
coordinate the response process with the external service
provider.
Once an incident preparedness and response plan has
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been developed, it’s always a good idea to test if the plan
works as intended. A simulated tabletop exercise is a
good way to get started, says John Pescatore, director of
emerging security trends at the SANS Institute, an organization that offers a range of cybersecurity training and
certification programs.The exercise can help highlight key
needs for pre-event readiness and post-incident response.
Conducting tabletop exercises and red and blue teaming
drills for different incident scenarios on an ongoing basis is
also essential. Such exercises can help security teams assess potential damage from an attack as well as determine
how effectively the IR plan is working and what changes
might be necessary to address gaps in it.
Any tabletop exercise for ransomware incidents and
breaches that require regulatory and customer notification
should include stakeholders from the legal team, business
unit representatives, CXO reps, public relations, and communications. “Once that has been done, it’s a really good
idea to do a streamlined version for the board of directors,”
Pescatore says.
It’s also always good to put in place an after-action process to close the loop, he adds. “What did we learn, what
does the SOC/IR need to change or update, and what action items for IT ops or other non-security groups need to
change?”
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Incident Response
IR playbooks should document a clear set of actions that
need to be taken when an incident happens — from initial
detection and containment to remediation and recovery.
The responses could vary depending on the type of incident. For example, a breach that affects protected data
should typically trigger a different set of responses compared with a breach of core IT infrastructure.
“There should be some incident-specific processes documented, where preparation and response may be very
different,” says Pescatore.

Pulse Secure VPNs in early 2021 — and attacks on cloudbased apps and services that remote workers use, Pescatore says.
Processes need to be in place for collecting and analyzing data that could help determine if a breach happened in
order to identify its cause and potential routes for containment and remediation. Log and security event data from
computers, security systems, network components, and
security information and event management (SIEM) platforms often play a vital role in making these determinations. Often, though, there is too much log data and too

Determining scope is important. But what’s also vital to responding efficiently is having
some context for prioritization.

Organizations should at least consider having documented processes in place for breaches that require regulatory
or customer notification; ransomware attacks that might
necessitate interaction with insurance carriers and law enforcement; SolarWinds-like attacks on core infrastructure;
and third-party breaches. Also important to include in the
playbook are rules for responding to incidents targeting
an organization’s remote connectivity — such as those on

many systems generating alerts for security analysts to
reasonably investigate. Having an idea beforehand of what
constitutes normal activity on the network can help make
it easier to spot deviations from it.
“By applying behavioral analytics to events before alerts
are triggered, an organization can weed out many false
positives,” says Omdia’s Parizo. “This technology is available as a stand-alone capability and is increasingly being
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implemented into SIEM, XDR, and other security operations solution sets,” he says.
If a breach is confirmed, the playbook needs to describe
measures and best practices for determining its scope
and impact. Organizations that have contracted with a
third-party IR provider must have processes for quickly
providing the contractor with logs, alerts, and other data
relevant to properly scoping the breach and understanding
its full impact.
It’s not unusual for organizations that have experienced
a breach to initially underestimate its scope or simply not
have full visibility into what happened, until much later.
Some examples include the breach at SolarWinds first disclosed in December 2020, one at MGM Resorts in 2019
that exposed data on over 140 million individuals, and the
2017 breach at Equifax that ended up exposing data on
some 147 million people.
Determining scope is important. But what’s also vital to
responding efficiently is having some context for prioritization, says Chris Morales, CISO at Netenrich, a San Jose,
Calif.-based IT service management company. Security teams and external IR contractors need to have some
context about the importance to the business of IT assets, business processes, and infrastructure so they know
where to focus initial remediation and containment efforts.
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“Having context is the difference between
understanding [whether] a threat is a high
priority or just noise,” Morales says. “Understanding that priority directly impacts
when and how response needs to occur.”
Getting it wrong can often result in costly
resources being assigned to chasing down
low-risk threats or, worse, not being applied
to identifying and mitigating the high-risk
threats that do the real damage, he says.
All IR playbooks should also prescribe what
needs to happen from a regulatory compliance, disclosure, and notification standpoint
when a breach event is confirmed. This is
where previous planning around the composition of the IR team and the roles of its
members can really make a difference.
Depending on the nature of the breach,
it often becomes necessary to include a
much broader group of functional leaders
from across the organization. “Legal and
compliance requirements will generally dictate the exact course of action,” says Omdia’s Parizo. “From a security operations
standpoint, the priority should be mitigating

any further damage as quickly as possible,
obtaining and retaining as much log data as
is available, and ultimately identifying the
root cause to stop any related issues and
prevent future breaches.”
Prior planning can be especially useful at
this stage. In the survey that Wakefield Research conducted on behalf of Red Canary,
Kroll, and VMware, 47% of security leaders
said their IR teams were unsure when exactly to engage legal counsel about a potential
data breach or security incident. Forty percent said they were unprepared to respond
to all the legal requirements related to a security incident. Because of the lack of clarity
around legal requirements, 46% said they
were not prepared to preserve evidence
for potential litigation purposes. The survey revealed other related problems as well.
Forty-three percent did not have a defined
process for communicating with regulatory
bodies, and 43% said they were unprepared
to meet public and customer notification requirements in the event of a breach.
With some breaches — including those
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involving malicious insiders — security teams will need to
preserve forensic data for legal prosecution. In such instances, the playbook should clearly describe best practices for collecting and preserving the data — including,
among other things, by not shutting down or rebooting systems and by not wiping or cleaning them. Once a breach
has been classified as requiring a forensic response, the
right answer is immediately passing off the investigation
to the authorized incident handlers. Containment can only
occur from nonintrusive methods, Morales says.
“For cyber, it is exactly like in physical crime,” he says.
“Block off the crime scene and no one touches anything
until forensics and examiners collect all evidence and sign
off on the crime scene,” he notes.

National Institute of Standards and Technology’s (NIST)
venerable “Cybersecurity Incident Handling Guide” describes containment as vital to limiting damage and preventing an incident from overwhelming an organization’s
resources. Importantly, effective containment also can buy
time for deploying a more tailored remediation and eradication plan, according to NIST.
IR playbooks and plans should have separate containment strategies for different incident types. For instance,
the response to a malware infection is going to be very different from that associated with a distributed denial-of-service. Organizations should clearly document the appropriate strategies to facilitate key decision-making, says NIST.
While at it, business leaders and other stakeholders need

the last thing organizations need during a breach event is uncertainty over the most effective course of action.
“For example, does containment occur by isolating a
host, killing a process, reimaging a system, all of the above,
or something else?” Morales asks. “The answer changes
based on circumstances.” Often, a lack of clear direction
on the best course of action results in costly delays, he
says. “I have seen response times deteriorate [because of]
back-and-forth emails between analysts and asset owners
due to lack of ability for the security analyst to take action
and the asset owner not obligated to respond.”
IR playbooks should provide guidance on acceptable
eradication methods once a breach or security incident
has been contained. Eradication could involve everything
from deleting malware from infected systems to disabling
breached accounts, identifying, and closing vulnerabilities
IR playbooks should provide guidance on acceptable eradication methods once a breach
that were exploited, or identifying and cleaning up all infector security incident has been contained.
ed host systems. Threat eradication can sometimes take
months. Therefore, organizations should consider taking a
Breach Containment and Eradication
to define the level of risk they are willing to accept when phased approach, if needed, NIST says. The goal initially
The immediate focus of any remediation effort must be dealing with major security incidents.
should be to implement relatively quick fixes that increase
containment. The goal should be to understand whether
Equally important is the need for the playbook to identify overall security and protect against a similar incident. The
a breach resulted from malware, a vulnerability exploit, a who responds, how, and under what authority in the middle of longer-term focus should be on making more fundamental
phishing email, an insider event, or some other trigger and an unfolding security crisis, says Netenrich’s Morales. Breach changes to eradicate the threat from the environment.
to apply the appropriate fix for it quickly and securely. The containment efforts can sometimes have a ripple effect, and
Josh Rickard, security engineer at Swimlane, a provider of
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security orchestration, automation, and response (SOAR)
technology, advocates that all IR playbooks include a standard way of identifying risk, severity, and impact across
the organization. At the very least, having a standardized
“scoring” of an incident ensures that response processes
are equal across all playbooks, he says.
“Having a tiered severity approach for each incident and
[remediation] phase allows your teams to respond appropriately without hesitation,” Rickard says.
“It’s important for the incident response playbook to define how incident notes, status updates, and internal and
external communications are communicated,” he says.
The playbook should include a formal schedule and a base
template for communication for all involved parties in the
response and remediation process, so everyone is on the
same page about remediation efforts and outcomes.
The actual recovery process itself involves restoring systems to normal operations after ensuring the cause for the
breach has been identified and securely remediated. NIST
describes security breach recovery as the process where
systems are restored from clean backups or where they are
restored from the ground up if a clean backup does not exist. The recovery stage is where systems are purged of compromised files, where patches are installed, passwords are
changed, and security controls are bolstered around firewall

rules, router access controls, and other perimeter defenses,
according to NIST. The goal with the recovery effort is to
try and ensure that the factors that contributed to the data
breach have been identified and securely addressed.
Rickard says part of recovering from an incident is verifying whether the changes you have implemented are actually working. This might be a continual process that lasts
only a few weeks or a few months, he says. “Part of your
recovery is also ensuring that other systems that are similar
but may not be part of the incident are updated to prevent
this incident happening to them as well,” Rickard says.

Post-Incident Analysis
As traumatic as a breach can be, it can also be an instructional experience. The lessons you learn from a major security incident can help protect your organization from the
next big one. The key with any post-incident analysis activity is to try and understand what went wrong so you can
prevent the same thing from happening again.
It is here that frameworks such as the Vocabulary for
Event Recording and Incident Sharing (VERIS) can help organizations understand attacks so they can address them
better in the future, says Rick Holland, CISO and vice president strategy at security firm Digital Shadows. VERIS is a
framework that allows organizations to describe a security
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incident in a “structured and repeatable manner.”
“VERIS creates a standard reporting mechanism that can
be very valuable for incident analysis and trending,” Holland
says. It is the mechanism upon which Verizon’s widely quoted data breach investigations report is based and can be
very valuable for incident analysis and trending, he says.
While doing post-incident analysis, organizations should
also consider categorizing attacker tactics, techniques,
and procedures under MITRE’s ATT&CK framework. This
can provide some good insight into understanding what
mitigations are needed to prevent future attacks.
Incident response playbooks that define the use of
frameworks such as VERIS and ATT&CK can help significantly mature an organization’s incident detection and response capabilities. The frameworks provide a data-driven foundation for assessing and responding to incidents
and adversaries, Holland says. “Security teams could even
produce their version of an internal [‘Data Breach Investigations Report’] highlighting the incident trends for their
organization,” he notes. “This could be a powerful tool.”
To ensure proper post-incident analysis and takeaways,
IR playbooks should contain rules for reviewing the response processes and controls that worked and those that
didn’t. Make sure to consider success and failures from
a people, process, and technology perspective, Holland
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says. “Did you have the rights skills on the team? Do you
need additional internal and/or external training? Did you
have the right mix of internal staff involved in the response?
Were there any technology gaps?” he asks.
Also important to consider as part of the post-incident
analysis is whether new control are necessary to address
gaps in security coverage. “The security team should produce a list of short-term and long-term recommendations
that maintain strengths and improve weaknesses,” Holland
says.

Conclusion
Security organizations are under tremendous pressure to
bolster incident response capabilities amid concerns over
the heightening financial, legal, and reputational repercussions of major data breaches. A playbook that clearly lays
out the steps that the security team and other stakeholders
need to take when responding to a breach can help alleviate the IR process and potentially mitigate breach damage.
About the Author: Jai Vijayan is a seasoned technology reporter with
over 20 years of experience in IT trade journalism. He specializes
in writing on information security and data privacy topics. He was
most recently a Senior Editor at Computerworld. He is a regular
contributor to Dark Reading, CSO Online, and TechBeacon.
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How to Create an Incident Response
Plan From the Ground Up
Security 101: In the wake of an incident, it’s important to cover all your bases — and treat
your IR plan as a constantly evolving work in progress.
By Eric Ahlm, Senior Research Director, Gartner, Inc.

E

very organization that monitors for security threats
must have a plan for handling a threat once it’s discovered. Avoiding cyberthreats entirely would be
ideal, but that is not reality. An incident response (IR) plan
is designed to document your organization’s plans for
what you should do if a serious security incident happens.
Some organizations build IR plans because they are told
to do so by regulatory agencies. Others do so because they
know efficiency in responding to an incident is a major factor in reducing its impact. Security incidents will happen,
and the point of an IR plan is to reduce negative impact on
the organization in the inevitable event of a cyberattack.

itself, which starts with building a vision for the IR
practice. The document should contain the following
components:
• IR mission statement: This rationalizes the need for
an IR plan in the first place.
• Roles and responsibilities: This section explicitly
names who is involved in the IR plan and their reason for being there.
• Scope of incident declaration: This states what
type of situations are within the scope of declaring
an incident, and which are not.
As the rest of the plan is developed, and as the IR program matures in the longer term, these sections may be
amended and expanded upon.

Build the IR Practice
A good starting point is to create the IR plan document
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Ensure That Incidents Can Be Detected
It’s not the monitoring team’s job to declare an incident,
but it is their job to ensure that alerts of interest are properly vetted and escalated. Whether monitoring is done internally or via a service provider, the IR plan should define
a process of handling, vetting, and escalating incidents of
interest to ensure alerts move correctly and swiftly to the
IR team lead.
Be sure to only include threats that your security team
has a means to detect in the scope of your IR plan. For
example, if your plan states that data exfiltration from a

unacceptable risk and they are willing to invest in minimizing the impact.
A single person must assume the role of IR lead at the
point of an incident being escalated. The IR team lead,
in collaboration with the broader cybersecurity team, is
responsible for incident declaration. The plan will outline
the process for the IR team lead to do so.
First, the IR lead should further validate the incident by
reviewing the data captured from the monitoring team
and acquiring new information as needed. Then, the
lead can call a meeting with defined stakeholders for the

Security incidents will happen, and the point of an IR plan is to reduce negative
impact on the organization in the inevitable event of a cyberattack.
certain database qualifies as an incident, but you have no purpose of declaring an incident.. Identify a war room,
detection technology in place to see such activity, then virtual or physical, for holding this meeting, as well as
that incident should be removed from scope.
fallback methods of communication if primary methods
are unavailable.
Decide to Formally Enter the IR Process
If a decision is made to declare an incident, then the IR
Declaration of an incident cannot be trivial, as executing team lead now must execute the rest of the IR plan as
the IR process will incur more work and more cost for designed. If the team decides not to declare an incident,
the business. An incident should be declared when the the IR team lead should still create an after-action report
business has decided that this threshold of attack is an and formally mark the matter as closed.
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Execute the IR Plan
Once an incident has been declared, it’s time to act. Concise, methodical actions that are well communicated and
coordinated are key to reducing impact.
An IR plan needs a process flow outline, which should
accomplish both the communication of the plan and the
steps needed to respond to an incident. The start of the
flow is the escalation from the monitoring team and the
formal incident declaration process. If an incident is declared, then the flow outlines the steps to contain the
threat and recover.
Create a list of key stakeholders for each type of incident
so that the IR team can quickly identify who is involved,
when in the process they get involved, and what actions
should be taken. Listing actual names and current contacts,
not just roles, is a best practice to ensure accountability and
maintain that the IR plan stays current. The IR team is responsible for owning and maintaining the plan document.
Once an incident is declared, it’s time for the IR lead and
their team to act. Containment should be the priority, as
the team seeks to isolate the impacted users, systems, applications, or other resources. The IR plan should consider
the stage and severity of the attack for setting the containment strategy, and it should define how to execute the
containment strategy and who has the authority.
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After the incident has been appropriately contained, it’s time to start working
on mitigation. Mitigation is the final set of actions to return a system/resource
to normal usage. Mitigation actions will vary based on the type of incident and
severity. For example, mitigation may involve just reimaging a system to restore
it to a preattack configuration. Mitigation could also include documentation
prior to reimaging to explore the root cause of the attack. The IR plan should
include explicit mitigation actions, based on severity and type of incident.

Move From Good to Great
An IR plan should include a formal post-incident learning process that aims
to reduce the likelihood of recurrence. In addition to trying to avoid having
the same incident twice, the learning provides oversight for team readiness,
which allows you to fine-tune coordination and decision making for declaring
or acting on an incident. Be sure that any changes to the IR process are updated in the plan document.
About the Author: Eric Ahlm is a senior research director at Gartner, Inc. covering the
disruptive trends that impact multiple security markets security including advanced
threat defense, mobile device security, BYOD, security virtualization, security as a service,
threat intelligence, security information analytics, telekinesis, incident response, and user
authentication. He helps security vendors plan future investments that are aligned to the
market direction, security buyers understand how emerging trends can impact their security
programs or budgets, and investors understand global growth opportunities for security.
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10 Benefits of Running Cybersecurity Exercises
There may be no better way to ascertain your organization’s strengths and weaknesses than by running regular security drills.
By Steve Durbin, CEO, Information Security Forum

K

eeping information secure is a difficult task, even if
you have bountiful resources. With companies like
Nintendo, Twitter, Marriott, and Zoom all suffering
high-profile data breaches recently, it’s clear that no one
is safe from cybercriminals. While most organizations
understand the need to build defenses and develop policies
to reduce the risk and potential impact of a successful
cyberattack, many fail to rigorously test those defenses.
Cybersecurity exercises are useful simulations of specific
cyberattack scenarios that enable organizations to gain
valuable insights into their real-world response. From
basic, small-scale, brief tests to complex, wide-scale,
sustained attacks, cybersecurity exercises can provide
verification that your defensive strategy is effective or
highlight weaknesses that require immediate attention.
Despite their importance, 74% of respondents to the
ISF Benchmark stated that they do not subject critical
systems under development to cyberattack simulations or

Identify Your Strengths
There’s a lot of focus on uncovering weaknesses and
problems during cybersecurity exercises, but there’s
also major value in identifying what’s working well for
your organization. Robust strategies can be emulated
elsewhere, smart policies can serve as templates, and
effective employees can help to train others.

Improve Your Response
Perhaps the most obvious benefit of running a cybersecurity
exercise is that it gives you an opportunity to improve your
response to future attacks. An exercise may back up the
exercises. This may be because cybersecurity exercises theory behind your defensive strategy with evidence, or it
are perceived as time-consuming, expensive to run, might point to the need for a fresh approach. Either way, it
and potentially disruptive. If planned properly, there’s no will drive you to improve.
reason that should be the case. Cybersecurity exercises
can deliver some truly compelling benefits. Consider these Train People
10 examples of how.
There’s no substitute for hands-on experience.
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Cybersecurity exercises provide employees with practical
experience of dealing with an attack, they boost awareness
of the possibilities, and they can teach people all about the
right way to respond. Learning is always more effective with
a practical component.

an attack should be handled and how effective defensive
actions should be is vital in defining your strategy. But you
can only prove that they are being met when an attack
occurs, or by employing a security exercises. This data
should inform future strategy and guide your approach.

breach is unwitting. Exposing compliance issues can
prove difficult, but that does not mean they don’t exist.
Cybersecurity exercises can help to uncover areas of noncompliance, giving you an opportunity to fix them and
avoid unnecessary legal – and financial – exposure.

Define Costs and Timescales

Identify Your Weaknesses

Increase Threat Awareness

In preparing for attacks, many assumptions and estimates
are made about what resources are required to handle
different scenarios and how long it will take to resume
normal operations after an attack. Cybersecurity exercises
paint a clearer picture of the costs and timescales involved,
giving you hard data to help you build greater resilience, or
use for any financial justification that might be required.

Whether there are technical vulnerabilities lurking on your
network or weaknesses in security controls, cybersecurity
exercises can expose them. They may also reveal the
need for better training or new talent. Identifying specific
weaknesses enables you to craft remediation plans and
act immediately to improve.

From entry-level employees to the board of directors, lack of
awareness about the nature of cyberattacks and the scale
of the threats they pose can be catastrophic. Failure to
recognize the risk and react accordingly always exacerbates
the problem, making a bad situation much worse.
Practice makes perfect. It’s common sense to accept that
rehearsals serve an important function in readying people
Update Your Policies
for the actual event. Cyberattacks are inevitable, but it’s how
Determine External Needs
If your current policies, standards, and guidelines aren’t you respond that will dictate the impact on your business.
It’s unrealistic, even for many major organizations, to effective, then it’s time to revisit them. Effective incident Not only do cybersecurity exercises help to build awareness
maintain a team capable of handling any attack scenario response policies will drastically reduce the potential and understanding across your organization, they test your
without external assistance. Which attack scenarios damage and disruption a cyberattack can wreak. Regular defenses, identify strengths to build on and weaknesses to
require external help? How quickly can external expertise policy revision is important and security exercises can mitigate, and offer invaluable practical experience.
be secured? How much will it cost? Running security provide useful evidence to guide that revision.
exercises can help to answer these questions.
About the Author: Steve Durbin is CEO of the Information Security Forum,
Find Non-Compliance Risks
an independent, not-for-profit dedicated to investigating, clarifying and
Collect Metrics
The potential cost of breaching legal, regulatory, or resolving key issues in information security and risk management. He is
Setting expectations for how swiftly different aspects of contractual requirements is enormous, even if that a frequent speaker on the board’s role in cybersecurity and technology.
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Despite Heightened Breach Fears, Incident
Response Capabilities Lag
Many organizations remain unprepared to detect, respond, and contain a breach, a new survey shows.
By Jai Vijayan, Contributing Writer, Dark Reading

H

eightened data breach concerns — especially
since the global COVID-19 outbreak early last year
— don’t appear to have prompted significantly improved incident response (IR) plans or capabilities at many
organizations.
A new survey of 500 security and risk leaders conducted by Wakefield Research on behalf of Red Canary, Kroll,
and VMware shows more than one-third (36%) of organizations still don’t have a structured IR process in place.
Though 70% of respondents reported being bombarded with over 100 threat alerts daily, just 8% described
their organizations as having the ability to quickly identify
the root cause of an attack. Forty-six percent described year said they needed about 12 hours at least to contain
their IR teams as typically requiring more than one hour a breach.
to contain a threat, and 23% of organizations that had
The survey shows that most organizations are strugexperienced three or more compromises over the past gling with an overabundance of security alerts and threat
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data. Some of the most frequently targeted organizations
reported receiving more than 500 alerts a day. But nearly
eight in 10 (79%) said they were only able to investigate
about 20 alerts at most per day, meaning most alerts that
organizations receive — however innocuous — are not
being examined at all. Adding to the woes, security teams
that do chase down alerts frequently end up spending too
much time on low-level threats — meaning that high-level
threat alerts can often slip through the cracks.
“Alert noise continues to grow as data and systems
grow, so organizations’ security teams burn time chasing
down alerts that don’t matter,” says Grant Oviatt, director
of incident response engagements at Red Canary. He likens the situation to one where an individual standing in a
forest full of smoke is unable to determine which specific
trees are on fire.
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Despite Heightened Breach Fears, Incident Response Capabilities Lag

The data in Wakefield’s survey suggests that many organizations are still struggling with familiar, old challenges not just with IR but with other broader information security issues as well. Though a lot has been made about
a substantial increase in attack volumes, the growing sophistication of threats, and concerns over SolarWinds-like
attacks, enterprise responses appear to be lagging.
Nearly one in two (49%) organizations, for instance,
still lack adequate tools, staffing, and expertise to detect
or respond to threats. Forty percent have no processes
for ensuring third-party compliance with required security controls despite the broadly acknowledged risks that
third parties and supply chain partners present to enterprises. Though human error remains one of the primary
causes for data breaches, 37% don’t have any employee
awareness program.
Troublingly, though, breaches can often trigger major
regulatory and legal consequences: Nearly half (47%) of
the security leaders in the survey said their IR teams were
unsure about when to engage legal counsel. Forty percent described the security group as ill-equipped to deal
with all the legal requirements associated with a breach,
such as preserving evidence for potential litigation. Organizations in the survey reported a similar lack of preparedness for dealing with breach communication and

notification requirements.
“When the ‘fog of war’ hits, post-incident, it’s a bad
time to start thinking about a response plan,” Oviatt says.
Security groups and IR teams need to have already done
some of the work ahead of an incident and made sure
they understand legal implications, including potential for
future legal action.
“If customer data is lost, the company may need to defend
itself. If the loss was due to an employee action, the company may need to pursue legal action,” Oviatt notes. “Ensuring
that both technology and all related processes are in place
ahead of time is simply good business management.”
The survey reveals substantial concern among security leaders about data breaches. More than half of the
respondents admitted to being more concerned about
ransomware attacks, decreased endpoint visibility, and
attacks targeting remote desktops and VPN systems.
The general apprehension over breaches and inadequate IR plans appears to have driven many organizations
to third-party managed detection and response (MDR)
providers. Seventy-six percent presently have engaged
a third-party provider for at least some of their detection
and response needs. Security leaders perceive MDR providers as helping organizations detect, respond to, and
contain breaches faster than they can on their own.
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“Third-party firms have seen many more incidents than
any one customer has experienced, so they have both
well-defined playbooks and people who know how to
handle each step well,” Oviatt says.
At the same time, an internal team is critical to ensuring that the third-party service provider has the necessary
context — such as what constitutes normal activity on
the network or the meaning of employee roles — when
dealing with an incident, he says.
“Simply put, security is less like a house fire, where the
best route is for the owners to get out and let the firefighters handle everything,” Oviatt says. “[It’s] more like a
tax audit, where the professional and the customer work
together to ensure that all the right actions are taken.”
About the Author: Jai Vijayan is a seasoned technology reporter
with over 20 years of experience in IT trade journalism. He was
most recently a Senior Editor at Computerworld, where he covered
information security and data privacy issues for the publication.
Over the course of his 20-year career at Computerworld, Jai also
covered a variety of other technology topics including Big Data,
Hadoop, Internet of Things, E-voting and data analytics. Prior to
Computerworld, Jai covered technology issues for The Economic
Times in Bangalore, India. Jai has a Master’s degree in Statistics
and lives in Naperville, IL.
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Securing Mission-Critical Technology
Empower your team with a proactive cyber-incident readiness and response strategy from Motorola Solutions.

I

t’s 2:00 a.m. Your cellphone is buzzing. You wake up, grab it, and see a message
you’ve long dreaded: “We’ve been breached.”
The fact is, mission-critical operations and infrastructure can’t afford downtime.
The best time to respond to a cyber threat is long before a breach occurs, with a proactive incident response strategy designed to ensure your mission-critical systems are
up and running when they’re needed most.
Mission-critical communications have undergone a significant evolution from even a
few years ago. Today, every system is being connected to IP-based networks and to
each other. This connectivity extends from the radios used to communicate in the field,
to the public safety answering points (PSAPs) receiving emergency calls and dispatching the proper units, to video evidence gathering and storage systems.
Yet the added benefits of interoperability and easier access come with inherent security risks. Mission-critical technology must be approached in the same manner as traditional IT equipment rather than the “set and forget” method that worked with closed
networks previously used by public safety. With ransomware and other cyber threats
exploding in frequency and costs, agencies must have scalable, proactive strategies
that anticipate multiple cyber challenges.
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Securing Mission-Critical Technology

For almost a century, Motorola Solutions has pioneered
groundbreaking public safety solutions for law enforcement, fire, EMS, 9-1-1, and other state and federal agencies. Today, we continue to build leading emergency services technology while also helping customers manage
their cybersecurity awareness, protection, detection, response, and recovery efforts.

gaps and create an actionable incident response plan.
Our incident response plans act as personalized comprehensive guide books that cover your organization’s overall
objectives and goals as well as how to respond when an
incident occurs. We help you scope, categorize, and select
escalation criteria for breaches. Roles and responsibilities
are clearly identified across cross-functional teams, and

With ransomware and other cyber threats exploding in frequency and costs, agencies
must have scalable, proactive strategies that anticipate multiple cyber challenges.
This dual position as both a public safety and cyberse- we work closely with you to build communications and nocurity solutions provider lends us unique insight into the tification strategies unique to your specific needs.
cyber threats facing mission-critical communications and
Next, we provide counsel on instituting remediation
how to prepare for and respond to them.
and forensic guidelines and help you put policies in place
around data collection, legal considerations, cyber insurRunning Ahead of the Storm
ance, restoration priorities, and compliance.
Our cybersecurity services, aligned to the National Institute
of Standards and Technology (NIST) Cybersecurity Frame- Practice Makes Perfect
work, can help your team get ahead of any potential se- While building a comprehensive incident response plan
curity incidents, so you can prevent, detect, and respond is a critical first step to prepare for cyberattacks, it’s not
to cyber breaches and attacks faster and more effectively. intended to be “shelfware” that sits and collects dust unWe start by meeting with your team to determine your cur- til there’s a breach. That’s why we work with you to train
rent cyber-incident response footprint. Then, we help identify your personnel on their specific roles. We provide live or
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virtual training to walk through incident response strategies and the details of your new incident response plan
with all necessary staff, including senior executives.
And there’s no better training than practicing what would
happen in a real breach. That’s why we create realistic cybersecurity scenarios, using current security threats, to
walk through the incident response life cycle and leave
you feeling prepared to face a cybersecurity incident.
These tabletop exercises serve as ideal preparation for
your technical team but also prepare executive teams to
practice decision-making for a variety of complexities that
arise during a critical data or systems cybersecurity incident.

Answering the Call With Confidence
At Motorola Solutions, we helped pioneer modern mission-critical communications. Today, we put that knowledge
to use, helping you secure your mission-critical-systems and
data with industry-leading incident readiness and response
capabilities. Our cybersecurity services can help your agency create and sharpen a plan of action before a breach occurs. Now, when you receive that 2:00 a.m. call alerting you
to a breach, you can answer it with absolute confidence.
To learn more about Motorola Solutions’ industry-leading
cyber-incident readiness and response capabilities, visit:
MotorolaSolutions.com/Cybersecurity.
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