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Part 1: Introduction
The 2018 State of Endpoint Security Risk, sponsored by Barkly, reveals that organizations are being 
attacked at an alarming rate with significant financial consequences. In this year’s research, nearly 
two-thirds (64 percent) of respondents report that their company experienced one or more 
endpoint attacks that successfully compromised data assets and/or IT infrastructure over the past 
12 months, a 17 percent increase from last year’s research (54 percent of respondents). 

Ponemon Institute surveyed 660 IT security professionals responsible for managing and reducing 
their organization’s endpoint security strategy. As shown in Figure 1, companies represented in this 
research are very concerned about the significant increase in new and unknown threats against 
their organization (70 percent in 2018 and 69 percent in 2017). Only 29 percent of respondents 
say their traditional, signature-based antivirus solutions provide the protection needed to stop all 
serious attacks against their systems, including new and unknown threats.

Following are seven key findings from this research.

1. The frequency of attacks against endpoints is increasing. Sixty-three percent of respondents 
say the frequency of attacks has increased over the past 12 months. The increase in successful 
attacks is taking a toll on endpoint security confidence. According to respondents, an average 
of 52 percent of all attacks cannot be realistically stopped.

2. The cost of successful attacks has increased from an average of $5 million to $7.1 million. 
Costs due to the loss of IT and end-user productivity and theft of information assets have 
increased. The average cost per compromised endpoint is $440. Small-and-medium-sized 
(SMB) companies have a much higher cost of $763.
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3. Majority of respondents say their organizations were compromised in 2018. More 
respondents in 2018 say their organization has experienced one or more endpoint attacks that 
successfully compromised data assets and/or IT infrastructure (64 percent vs. 54 percent). 

4. Zero-day attacks are four times more likely to compromise organizations. Of the 64 
percent of respondents in organizations that were compromised, 76 percent say the type of 
attack was a new or unknown zero-day attack. This is four times the 19 percent of respondents 
who say their organizations were compromised by an existing or known attack.

5. Antivirus products missed an average of 57 percent of attacks. Confidence in traditional 
antivirus (AV) solutions continues to drop. On average, respondents estimate their current AV is 
effective at blocking only 43 percent of attacks. In addition to the lack of adequate protection, 
respondents cite high numbers of false positives and alerts as challenges associated with 
managing their current AV solutions. 

6. The average time to patch is 102 days. The findings reveal the difficulties in keeping endpoints 
effectively patched. Forty-three percent of respondents in organizations that have a patch 
management process say they are taking longer to test and roll out patches in order to avoid 
issues and assess the impact on performance.

7. Organizations that have purchased EDR solutions cite a lack of proactive protection 
and adoption challenges as top frustrations. The majority of organizations adopting these 
solutions use them to detect early signs of an attack and block them. However, on average, only 
46 percent of all features or functionalities are actively used and 47 percent of respondents say 
it took more than three months to deploy.
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Part 2: Key findings
In this section of the report, we provide more details about the state of endpoint security by 
highlighting the cost and challenges impacting endpoint security today. Also revealed are the 
specific types of attacks that are most often getting past traditional endpoint solutions and the 
costs of those attacks. The complete audited findings are presented in the Appendix of this report. 
We have organized the report according to the following topics:

• Financial impact and budget

• Evolution of endpoint attacks

• Current and future endpoint security

Financial impact and budget
The average economic loss from endpoint attacks increases. In 2018, The average cost incurred by 
companies represented in this research from one or more successful endpoint attacks increased 
from $5 million to $7.12 million. Figure 2 presents a breakdown of six cost consequences for 2018 
and 2017. As shown, all costs increased and the most significant increase was the cost of lost IT and 
end-user productivity followed by the cost from the theft of information assets. 

Table 1 shows the cost per endpoint calculation for both small-to-medium-sized (SMB) and 
enterprise-size companies. In the context of this research, SMBs have a headcount of 1,000 or less 
full-time equivalent employees (FTEs), while enterprise companies have more than 1,000 FTEs. 
According to the findings, SMBs have a much higher cost per endpoint ($763 vs. $440).

Table 1. Cost per endpoint calculation for SMB and Enterprise organizations.

Cost calculation SMB Enterprise Overall

Worldwide headcount of your organization 750 22,236 16,178

Cost per endpoint $763 $470 $440
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The majority of respondents say their companies are investing in protecting against known 
and traditional attacks. The average total IT budget is $114 million, of which $5.56 million is 
allocated to endpoint security. As shown in Figure 3, more than half of respondents say their 
current endpoint security investment (53 percent of respondents) is dedicated to protecting against 
known and traditional attacks and 47 percent of respondents say investment is mostly dedicated 
to protecting against unknown, new or zero-day attacks. 

Evolution of endpoint attacks
Fileless attacks are on the rise. According to Figure 4, respondents predict 62 percent of attacks 
targeting respondents’ companies in 2019 will be file-based and 38 percent will be fileless attacks. 
Fileless techniques include the use of macros, scripting engines, in-memory, execution etc. and 
have increased significantly since 2017.
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Zero-day attacks are becoming more prevalent. In 2018, the frequency of existing or known 
attacks is 63 percent. However, the frequency of new or unknown zero-day attacks has increased 
to 37 percent of all attacks. 

Zero-day attacks either involve the exploitation of undisclosed vulnerabilities or the use of new/
polymorphic malware variants their security products do not recognize. These attacks exploit 
a vulnerability before it has been publicly disclosed and a patch has been developed. This can 
include the use of malware samples that security products do not have a record of and have not 
been added to blacklists.

Zero-day and fileless attacks compared to known or existing attacks are more likely to 
compromise an organization than existing or known attacks. Respondents were asked to rank 
different attacks from 1 = most likely to compromise their organization to 4 = least likely to compromise 
their organization. As shown in Figure 6, new or unknown zero-day attacks and fileless attacks are most 
likely to compromise their organizations and existing or known attacks are least likely.
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As shown in Figure 7, more respondents in 2018 say their organization has experienced one or 
more endpoint attacks that successfully compromised data assets and/or IT infrastructure (64 
percent vs. 54 percent).

Of the 64 percent of respondents who report such a compromise, 76 percent of respondents say the 
type of attack was a new or unknown zero-day attack, as shown in Figure 8. This is four times more 
respondents than the 19 percent who say an existing or known attack compromised your organization.
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The frequency of malware incidents has increased significantly. According to Figure 9, 63 
percent of respondents say malware incidents have increased significantly (28 percent) or increased 
(35 percent). This is an increase from 58 percent of respondents in 2017.

Current and future endpoint security 
Most organizations are using traditional antivirus and patch management to protect their 
organization. According to Figure 10, 76 percent of respondents say their organizations are more 
likely to use traditional antivirus followed by patch management (57 percent of respondents). 
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Seventy percent of respondents say their organizations have replaced or plan to replace 
antivirus in the past/next 12 months.

Organizations seeking to replace legacy antivirus are considering a variety of solutions. 
Thirty-two percent of respondents say they have replaced their AV solution. Of these respondents, 
25 percent of respondents say their company replaced their traditional antivirus solution with 
another solution and 23 percent of respondents kept their AV solution and invested in an extra 
layer of endpoint detection and response.

 



PONEMON INSTITUTE© RESEARCH REPORT

THE 2018 STATE OF ENDPOINT SECURITY RISK

10

False positives and inadequate protection are the most common complaints about traditional 
antivirus solutions. Of the 76 percent of respondents whose companies use a traditional antivirus 
solution, the biggest challenge according to 58 percent of respondents is the high number of false 
positives and IT security alerts, as shown in Figure 13

An average of 55 percent of all security alerts from the AV solution are false positives or reliable 
software (e.g. software that is good but the protection agent thinks it is bad and blocks user). 
Another challenge is not providing adequate protection against today’s attacks, according to 57 
percent of respondents. On average the AV solution protects against 43 percent of all attacks. 

Organizations are taking more time to test and roll out patches to avoid problems. Fifty-three 
percent of respondents say their organizations have a patch management process to systematically 
fix discovered software problems, bugs or vulnerabilities. These respondents were asked if there was 
a change to their companies’ process for patching vulnerabilities in the past 12 months. As shown in 
Figure 14, 43 percent of respondents say their companies are now taking more time to test and roll 
out patches to avoid problems. Forty percent of respondents say there has been no change.
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Organizations are patching slower, with an average delay of 102 days. Keeping up with patch 
updates is extremely challenging or challenging, according to 65 percent of respondents whose 
company has a patch management process in place. On average, it takes 102 days to apply, test 
and fully deploy patches.

Companies use EDRs to detect early signs of an attack and prevent its spread. Thirty-one 
percent of respondents say their companies use EDRs to detect and prevent the spread of an 
attack and to proactively block attacks, according to 68 percent and 64 percent of respondents, 
respectively, as shown in Figure 16. 
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Of the 31 percent of respondents with an EDR, 30 percent of respondents say they have not achieved full 
adoption, as shown in Figure 17. On average, only 46 percent of all features or functionalities are actively 
used. Forty-seven percent of respondents say it took more than three months to deploy their EDR.

Organizations that have purchased EDR solutions cite a lack of proactive protection and 
adoption challenges as top frustrations. According to Figure 18, 58 percent of respondents in 
companies that have deployed EDRs say they experience a high number of false positives and IT 
security alerts and 57 percent say there is a high cost of customization, configuration and deployment.
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Part 3: Methods
A sampling frame of 17,889 experienced IT and IT security practitioners located in the United States 
were selected as participants to this survey. To ensure knowledgeable responses, all participants 
in this research are responsible for managing and reducing their organization’s endpoint security 
strategy. Table 1 shows 817 total returns. Screening and reliability checks required the removal of 
157 surveys. Our final sample consisted of 660 surveys (3.7 percent response rate). 

Pie Chart 1 reports the respondents’ position in participating organizations. By design, more than 
half of respondents (59 percent) are at or above the supervisory levels. 

Table 1. Sample response FY2018

Total sampling frame 17,889

Total returns 817

Rejected or screened surveys 157

Final sample 660

Response rate 3.7%
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As shown in Pie Chart 2, 45 percent of respondents report to the chief information officer, 26 percent 
of respondents report to the chief information security officer and 11 percent of respondents 
report to the line of business leader.

According to Pie Chart 3, financial services (17 percent of respondents), public services (12 percent 
of respondents) and health and pharmaceutical (10 percent of respondents) are the industries 
most represented in this study.
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According to Pie Chart 4, 72 percent of respondents are from organizations with a global headcount 
of more than 1,000 employees. 
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Appendix: Detailed Survey Results
The following tables provide the frequency or percentage frequency of responses to all survey questions 
contained in this study. All survey responses were captured from July 19, 2018 to August 1, 2018.

Survey response FY 2018 FY 2017

Total sampling frame 17,889 18,289

Rejected or screened surveys 157 165

Final sample 660 665

Response rate 3.7% 3.6%

Part 1: Screening

S1. What is your role in your organization’s endpoint security strategy? FY 2018 FY 2017

None (stop) 0% 0%

Responsible for purchase of endpoint security solutions 41% 45%

Responsible for the evaluation of endpoint security solutions 44% 40%

Responsible for influencing the purchase of endpoint security solutions 50% 47%

Responsible for managing and administering endpoint security solutions 56% 56%

Total 191% 188%

S2. How many network-connected endpoints (servers, laptops, workstations) does 
your organization support? FY 2018

Less than 25 (stop) 0%

25 to 100 7%

101 to 500 13%

501 to 1,000 34%

1,001 to 5,000 26%

5,001 to 10,000 11%

More than 10,000 9%

Total 100%

Extrapolated value 2,983
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S3. What best describes your role within your organization’s IT department? FY 2018 FY 2017

IT leadership (CIO) 10% 11%

Security leadership (CSO/CISO) 21% 20%

IT management 11% 13%

IT operations 16% 20%

Security analyst 8% ---

Security management 8% 9%

Security monitoring and response 8% 7%

Data administration 5% 8%

Compliance administration 8% 9%

Applications development 5% 3%

I’m not involved in my organization’s Security or IT function (stop) 0% 0%

Total 100% 100%

Part 2: Attributions

Please rate the following four (4) statements using the scale provided below each item. 
Strongly Agree and Agree. FY 2018 FY 2017

Q1. We have ample resources to minimize IT endpoint risk due to infection or compromise. 40% 36%

Q2. Our organization’s endpoints are more at risk today due to infection or compromise than a year ago. 29% ---

Q3. New and unknown threats against our organization have significantly increased. 70% 69%

Q4.  Our traditional, signature-based antivirus solution(s) provides the protection needed to stop all 
serious attacks against my systems including new and unknown threats. 29% 31%
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Part 3: Evolution of endpoint attacks

Q5. Please allocate the distribution of attacks that have targeted your organization 
based on attack type and include an estimated target for 2019. Please use all 100 points. FY 2018 FY 2017

Q5b. Type of attack (last year) POINTS POINTS

Fileless (macros, script, in-memory or remote code execution exploits) 30 20

File-based (exe. doc. bat. dll, hta, pdf etc.) 70 80

Total points 100 100

Q5b. Type of attack (this year) POINTS POINTS

Fileless (macros, script, in-memory or remote code execution exploits) 35 29

File-based (exe. doc. bat. dll, hta, pdf etc.) 65 71

Total points 100 100

Q5c. Type of attack (next year) POINTS POINTS

Fileless (macros, script, in-memory or remote code execution exploits) 38 35

File-based (exe. doc. bat. dll, hta, pdf etc.) 62 65

Total points 100 100

Q6. Please allocate the distribution of attacks that have targeted your organization 
based on attack type and include an estimated target for 2019. Please use all 100 points. FY 2018 FY 2017

Q6a. Type of attack (last year) POINTS POINTS

Existing or known attack 75 ---

New or unknown zero-day attack 25 ---

Total points 100 ---

Q6b. Type of attack (this year) POINTS POINTS

Fileless (macros, script, in-memory or remote code execution exploits) 63 69

File-based (exe. doc. bat. dll, hta, pdf etc.) 37 31

Total points 100 100

Q6c. Type of attack (next year) POINTS POINTS

Fileless (macros, script, in-memory or remote code execution exploits) 63 ---

File-based (exe. doc. bat. dll, hta, pdf etc.) 37 ---

Total points 100 ---
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Q7. Please rank the following attacks from 1 = most likely to compromise your 
organization to 4 = least likely to compromise your organization?

Average 
Rank

Existing or known attack 3.34

New or unknown zero-day attack 1.89

Fileless attack (e.g. macros, scripts, in-memory or remote code execution exploits 2.56

File-based (e.g. exe.doc.bat,dll, hta.pdf etc.) 3.25

Average 2.76

Q8. How does your organization allocate most of its current endpoint security 
investment? Please select only one choice. FY 2018 FY 2017

Investment is mostly dedicated to protecting against known and traditional attacks 53% 55%

Investment is mostly dedicated to protecting against unknown, new or zero-day attacks 47% 45%

Total 100% 100%

Q9a. Has your company experienced one or more endpoint attacks that have 
successfully compromised data assets and/or IT infrastructure over the past 12 months? FY 2018 FY 2017

Yes 64% 54%

No 36% 41%

Unsure 0% 5%

Total 100% 100%

Q9b. If yes, what type of attack do you believe compromised your organization? FY 2018 FY 2017

Existing or known attack 19% 23%

New or unknown zero day attack 76% 77%

Don’t know 5% ---

Total 100% 100%
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Q10. How has the frequency of malware incidents changed over the past year within 
your organization? Trend FY 2018 FY 2017

Significantly increased 28% 23%

Increased 35% 35%

Stayed the same 24% 21%

Decreased 13% 15%

Significantly decreased 0% 6%

Total 100% 100%

Q11. With your current enabling technologies, processes and in-house expertise, what 
percentage of attacks to your organization’s endpoints can be realistically stopped? FY 2018 FY 2017*

Less than 10% 13% ---

10% to 25% 18% ---

26% to 50% 21% ---

51% to 75% 25% ---

76% to 100% 23% ---

Total 100% ---

Extrapolated value 48% 54%

* FY2017 and FY2016 used a different scale

Q12. What percentage of endpoint devices connected to your organization’s network is 
not secured? FY 2018 FY 2017*

None 13% 16%

Less than 25% 40% 45%

26% to 50% 21% 16%

51% to 75% 17% 15%

76% to 100% 9% 7%

All 0% 1%

Total 100% 100%

Extrapolated value 34% 28%
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Q13. What is your organization currently using to protect its endpoints? Please select all 
that apply. FY 2018

Traditional antivirus 76%

Next generation antivirus (e.g. machine learning/behavioral) 23%

Endpoint detection and response (EDR) 30%

Patch management 57%

Other (please specify) 3%

Total 189%

Part 4. Current and future endpoint security tools

Q14a. In the past 24 months, has your organization replaced (or does it plan to replace) 
its endpoint security solution? FY 2018

Yes, replaced solution 32%

Not yet, but plan to replace solution in the next 12 months 38%

Will not replace solution 30%

Total 100%

Q14b. If yes, what will replace your organization’s endpoint security solution? Please 
select only one best choice.* FY 2018 FY 2017

Replaced our traditional antivirus with another AV solution 25% 19%

Replaced our traditional antivirus with a next-generation antivirus solution 15% 14%

Kept our current AV and added an extra layer of protection designed to block modern attacks 20% 22%

Kept our AV and invested in and an extra layer of endpoint detection and response 23% 28%

Kept our AV and invested in both an extra layer of protection and extra layer of endpoint detection and 
response 17% 17%

Other (please specify) 0% 0%

Total 100% 100%

Q15. Does your organization use a traditional antivirus solution? FY 2018

Yes 75%

No (skip to Q19) 25%

Total 100%
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Q16. What are the biggest challenges with your traditional antivirus solutions? Please 
select the top two challenges. FY 2018

Does not provide adequate protection against today’s attacks 57%

Yields high number of false positives and IT security alerts 58%

Performance impact on end-user machines 23%

Too much complexity of deployment and management 41%

Too costly 21%

Too costly 0%

Total 200%

Q17. What percentage of attacks can your traditional antivirus solution protect against? FY 2018

Less than 10% 12%

10% to 25% 23%

26% to 50% 27%

51% to 75% 20%

76% to 100% 18%

Total 100%

Extrapolated value 43%

Q18. What percentage of all security alerts from your traditional antivirus are false 
positives or reliable software (e.g. software that is good but the protection agent thinks 
it is bad and blocks user)? 

FY 2018 FY 2017*

Less than 10% 12% ---

10% to 25% 11% ---

26% to 50% 19% ---

51% to 75% 23% ---

76% to 100% 35% ---

Total 100% ---

Extrapolated value 55% 48%

* FY2017 used a different scale
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Q19. Does your organization have a patch management process to systematically fix 
discovered software problems, bugs or vulnerabilities?  FY 2018

Yes 53%

No (skip to Q23) 47%

Total 100%

Q20. Has there been a change in your organization’s process for patching vulnerabilities 
in the past 12 months? FY 2018

We are patching more quickly when patches are available 31%

We are taking more time to test and roll out patches to avoid problems 43%

We have not changed our patching process 40%

Total 114%

Q21. How long does it take to apply, test and fully deploy patches? FY 2018

1 day 1%

3 days 2%

1 week 3%

2 weeks 4%

3 weeks 8%

4 weeks 7%

5 weeks 10%

6 weeks 9%

7 weeks 6%

8 weeks 9%

9 weeks to 6 months 15%

7 months to 1 year 16%

More than 1 year 11%

Total 100%

Extrapolated value (days) 102
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Q22. How challenging is it to keep up with the frequency of patch updates? FY 2018

Extremely challenging 30%

Challenging 35%

Somewhat challenging 18%

Slightly challenging 12%

Not challenging 5%

Total 100%

Q23. Does your organization have an EDR tool? FY 2018

Yes, we have an EDR 31%

No, but we plan to have an EDR (skip to Q28) 33%

No and we do not plan to have an EDR (skip to Q28) 36%

Total 100%

Q24. Why do you have an EDR? Please select all that apply. FY 2018

To be able to proactively block attacks 64%

To detect early signs of an attack and prevent its spread 68%

To help recover from an attack 38%

To proactively hunt for threats on our network 43%

Other (please specify) 2%

Total 215%
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Q25. How long did it take your organization to achieve full adoption of its EDR? FY 2018

Less than 1 week 2%

1 week to 1 month 5%

1 to 3 months 16%

3 to 6 months 24%

More than 6 months 23%

We have not achieved full adoption 30%

Total 100%

2%

Q26. What percentage of the features or functionality in your EDR are actively used? FY 2018

Less than 10% 8%

10% to 25% 20%

26% to 50% 33%

51% to 75% 19%

76% to 100% 20%

Total 100%

Extrapolated value 46%

Q27. What are the top challenges with your organization’s EDR? Please select your top 
two choices. FY 2018

Does not prevent or block attacks from getting into our network 38%

There is a high cost of customization, configuration and deployment 57%

Yields a high number of false positive and IT security alerts 58%

Has a negative effect on the productivity of users 19%

Too costly 23%

Other (please specify) 5%

Total 200%



PONEMON INSTITUTE© RESEARCH REPORT

THE 2018 STATE OF ENDPOINT SECURITY RISK

26

Q28. What best describes your organization’s IT security staffing? FY 2018

Security is managed by a dedicated internal security staff 13%

Security is managed by our general IT staff 26%

Security management is outsourced to a third-party provider 26%

Security is managed by a combination of in-house and an outsourced third party 35%

Total 100%

Q29. How do you monitor and respond to security events in your organization? FY 2018

Our organization operates a full security operations center (SOC) 30%

Our organization monitors our security using tools provided by our solution vendors 20%

Our security is monitored in a hybrid system, using both in-house and outsourced solutions 29%

Our organization completely outsources our security monitoring and event management 21%

Total 100%

Q30a. Does your organization outsource or plan to outsource endpoint protection to a 
managed service provider (MSP) or other third party? FY 2018

Yes, we currently outsource endpoint protection 23%

Yes, we plan to outsource endpoint protection 35%

No, we have no plans to outsource endpoint protection 42%

Total 100%

Q30b. If yes, why does your organization outsource or plan to outsource? FY 2018

Lack of in-house resources 47%

Too complex to manage in-house 36%

Lack of in-house expertise 50%

Too costly to manage in-house 24%

Total 157%
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Part 5. Economic impact and budget

Q31. What is your organization’s total IT budget?  PCT %

Less than $50,000 0%

$50,000 to $100,000 1%

$100,001 to $500,000 4%

$500,001 to $1,000,000 9%

$1,000,000 to $5,000,000 17%

$5,000,001 to $10,000,000 14%

$10,000,001 to $50,000,001 12%

$50,000,001 to $100,000,000 21%

$100,000,001 to $500,000,000 13%

More than $500,000,000 9%

Total 100%

Extrapolated value (US$ millions)  $114 

Q32. What percentage of your organization’s IT budget is allocated to endpoint security?  FY 2018

Less than 1% 15%

1% to 5% 45%

6% to 10% 35%

11 to 15% 5%

16% to 20% 0%

More than 20% 0%

Total 100%

Extrapolated value (percentage) 5%

Extrapolated value (US$ millions)  $5.56 
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Q33. How much does your organization spend annually on all endpoint security tools? FY 2018

Less than $5,000 1%

$5,000 to $10,000 4%

$10,001 to $50,000 11%

$50,001 to $100,000 8%

$100,001 to $500,000 31%

More than $500,000 45%

Total 100%

Extrapolated value (US$)  $372,625 

Q34. Please allocate 100 points to your organization’s budget for endpoint security tools 
in the following table. Please use all 100 points. POINTS

Traditional antivirus (e.g. signature-based)  25 

Next generation antivirus (e.g. machine learning/behavioral  17 

Endpoint detection and response (EDR)  23 

Patch management  35 

Other (please specify) ---

Total  100 
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Q35. Please estimate the total economic loss incurred by your company as a result of 
successful endpoint attacks experienced over the past 12 months.  FY 2018 FY 2017

Less than $50,000 1% 3%

$50,000 to $100,000 3% 5%

$100,001 to $500,000 10% 11%

$500,001 to $1,000,000 33% 37%

$1,000,000 to $5,000,000 28% 29%

$5,000,001 to $10,000,000 18% 11%

$10,000,001 to $50,000,001 3% 1%

$50,000,001 to $100,000,000 3% 2%

More than $100,000,000 1% 1%

Total 100% 100%

Extrapolated value (US$ millions)  $7.12  $5.01 

Q36. Following are 6 cost consequences that may be experienced by your company as 
a result of one or more successful endpoint attacks over the past 12 months. Please 
allocate 100 points based on the total cost for each consequence listed in the table 
below. Use all 100 points in the table to allocate your response.

FY 2018 
POINTS

FY 2017 
POINTS

IT and end-user productivity loss  35 30

System downtime  20 25

Theft of information assets  27 23

Damage to IT infrastructure  8 10

Lawsuits, fines and regulatory actions  3 4

Reputation/brand damage  7 8

Total points  100 100
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Part 6. Organizational Characteristics & Demographics 

D1. What organizational level best describes your current position? FY 2018 FY 2017

Senior Executive 3% 2%

Vice President 4% 3%

Director 15% 17%

Manager 23% 21%

Supervisor 14% 15%

Technician 31% 32%

Staff 6% 7%

Contractor 3% 2%

Other 1% 1%

Total 100% 100%

D2. Check the Primary Person you or your IT security leader reports to within the 
organization. FY 2018 FY 2017

CEO/Executive Committee 1% 2%

Chief Financial Officer (CFO) 0% 0%

General Counsel 2% 2%

Chief Information Officer (CIO) 45% 49%

Chief Information Security Officer (CISO) 26% 25%

Compliance Officer 5% 4%

Line of Business Leader (GM) 11% 6%

Chief Security Officer (CSO) 3% 3%

Chief Risk Officer (CRO) 7% 8%

Other 0% 1%

Total 100% 100%
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D3. What industry best describes your organization’s primary industry focus? FY 2018 FY 2017

Communications 2% 3%

Consumer products 4%  ---

Defense & aerospace 2% 1%

Education & research 8% 4%

Energy & utilities 5% 5%

Entertainment & media 2% 3%

Hospitality 2% 2%

Retail 9% 10%

Services 4% 11%

Professional services (law firms) 6% --- 

Technology & software 7% 8%

Transportation 1% 2%

Financial services 17% 18%

Health & pharmaceutical 10% 11%

Industrial 7% 7%

Public services (government) 12% 10%

Other 2% 5%

Total 100% 100%

D4. Where are your employees located? Check all that apply. FY 2018 FY 2017

United States 100% 100%

Canada 63% 66%

Europe 70% 73%

Middle East & Africa 40% 37%

Asia-Pacific 59% 60%

Latin America (including Mexico) 41% 39%
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D5. What is the worldwide headcount of your organization? FY 2018 FY 2017

Less than 500 people 12% 11%

500 to 1,000 people 16% 15%

1,001 to 5,000 people 27% 28%

5,001 to 25,000 people 26% 27%

25,001 to 75,000 people 13% 12%

More than 75,000 people 6% 7%

Total 100% 100%

Please contact research@ponemon.org or call 800.887.3118 if you have any questions.

Ponemon Institute
Advancing Responsible Information Management

Ponemon Institute is dedicated to independent research and education that advances responsible 
information and privacy management practices within business and government.  Our mission is 
to conduct high quality, empirical studies on critical issues affecting the management and security 
of sensitive information about people and organizations.

We uphold strict data confidentiality, privacy and ethical research standards.  We do not collect any 
personally identifiable information from individuals (or organization identifiable information in our 
business research). Furthermore, we have strict quality standards to ensure that subjects are not 
asked extraneous, irrelevant or improper questions.

Barkly
The Barkly Endpoint Protection PlatformTM is advancing endpoint security by combining the 
strongest, smartest protection with the simplest management. 

Barkly is independently certified for antivirus replacement, HIPAA, PCI DSS & NIST by Coalfire and 
AV-TEST. Barkly is formed by an elite team of security and SaaS experts from IBM, Cisco and Intel, 
and is backed by investors NEA and Sigma Prime. 

Learn more by visiting barkly.com.

http://www.barkly.com

