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Most enterprises are using threat intel services, 
but many are still figuring out how to use the data 

they’re collecting. Here’s a look at what they’re 
doing today — and where they hope to go.
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External threat intelligence tools and services promise to help enterprises recognize incipient threats and improve 
their defenses before they’re hit. Many organizations today are correlating data from external sources with telemetry 
from internal systems in an effort to mitigate potential threats more quickly. But how successful are these efforts? This 
Dark Reading report offers a progress report.

Clearly, the uptake of threat intelligence technology and services is strong. Research firm MarketsandMarkets estimates 
that the threat intelligence market will grow from around $3.8 billion in 2017 to more than $8.9 billion in 2022 — an 
impressive 18% annual growth rate. Much of that growth is expected to come from the banking, financial services, and 
insurance markets.

Dark Reading’s 2017 Threat Intelligence Survey asked some questions about how today’s enterprises are using external 
threat data to bolster their defenses. We polled 358 IT and security staff members about their expectations around threat 
intelligence, their data sources, their ability to consume and benefit from threat intelligence, the tools they are using, and 
their plans for automating threat analysis and response. Respondents included a variety of decision makers, including 
company presidents and CEOs, CSOs, directors and vice presidents of information security, and IT and security staffers 
from enterprises of all sizes.

The survey provides several key insights on the state of threat intelligence collection and use in organizations:
•  55% are using open source and free threat notification services.
• 49% use between one and three paid external threat intelligence services.
• 55% say the biggest value of threat intelligence is in identifying future exploits and attack trends.
•  More than six in 10 (61%) say accuracy is the most important quality in a threat intelligence feed. Currency (42%) and 

depth of information (38%) are also key criteria.
• 17% say a lot of their threat intelligence feeds and services are useless.

Dark Reading Reports
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ABOUT US
Dark Reading Reports 

offer original data and insights 
on the latest trends and prac-
tices in IT security. Compiled 
and written by experts, Dark 
Reading Reports illustrate the 
plans and directions of the 
cybersecurity community and 
provide advice on the steps 
enterprises can take to protect 
their most critical data. 

Survey Name   Dark Reading Threat Intelligence Survey

Survey Date   November 2017

Region   North America

Number of Respondents   358 IT and IT security professionals. The margin of error for the total 
respondent base (N=358) is +/- 5.2 percentage points.

Purpose   Dark Reading surveyed IT and IT security professionals to uncover issues related to 
threat intelligence.

Methodology   Dark Reading surveyed decision-makers with IT or IT security job titles at 
North American organizations. The survey asked about threat intelligence services, threat  
intelligence data, and data analysis. The survey was conducted online. Respondents were  
recruited via an email invitation containing an embedded link to the survey. The email  
invitation was sent to a select group of UBM’s qualified database; UBM is the parent company 
of Dark Reading. UBM was responsible for all programming and data analysis. These  
procedures were carried out in strict accordance with standard market research practices.

Dark Reading Reports
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To effectively mitigate cyber-risk these days, 
enterprises need to have a more contextual 
understanding of the threats they face. By 
identifying potential threats that are happen-
ing outside their own environments, organiza-
tions can prioritize defenses and make better 
use of scarce resources at a time when attacks 
are increasing in sophistication, volume, and 
persistence. Data from on-premises systems 
and security controls alone cannot always 
provide the insight needed for modern threat 
identification and prioritization. External intel-
ligence is becoming increasingly vital.

External intelligence on malicious IP ad-
dresses, bad URLs and files, indicators of com-
promise, and adversary techniques and tactics 
can help organizations narrow down what to 
look for and block, says Jon Oltsik, analyst at 
Enterprise Strategy Group (ESG). When cor-
related with internal telemetry, this external 
data can help organizations reinforce firewalls, 
Web gateways, endpoint security tools, and 
other controls for heightened data defense, 
Oltsik notes.

Dark Reading’s 2017 Threat Intelligence 
Survey reveals that many enterprises are 
now collecting external threat data, but they 

face a slew of familiar challenges in extracting  
value from it.

The Growing Importance of External Threat Intelligence

Sources of Information about Potential 
Cybersecurity Threats
What data sources does your organization use to collect information about 
potential cybersecurity threats? 

Note: Multiple responses allowed
Data: Dark Reading survey of 358 IT and security professionals, November 2017

On-premises security tools/systems

Log data from internal systems

Threat feeds from cloud or network service providers

Free/open source threat notification sources

54%

54%

44%
Threat feeds from hardware or software vendors

Security information and event management (SIEM) systems
40%

44%

News outlets
39%

Subscriptions to paid, external threat intelligence services
35%

Social media
32%

Security data analysis tools
32%

55%

Figure 1

Dark Reading Reports
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55%
say identifying potential 
future attacks is the greatest 
benefit of analyzing external 
threat data.

FAST FACT

A majority of the organizations in our survey 
are collecting threat data from multiple sourc-
es as part of their mitigation effort (Figure 
1). In addition to data from internal systems 
and security tools, many survey respondents 
are also collecting data from free and open 
threat notification sources, commercial threat 
intelligence feeds, and even social media. For 
instance, 55% are collecting data from open 
sources such as US-CERT; 44% from cloud ser-
vices, network service providers, and technol-
ogy vendors; 39% from news outlets; and 35% 
from commercial threat intelligence. Nearly a 
third of the respondents indicate they are col-
lecting data from social media and data analy-
sis tools. Among those subscribing to paid ex-
ternal threat intelligence services, about 25% 
have between two and three feeds; 9% have 
between three and five feeds; and 4% be-
tween six and 10 feeds (Figure 2). 

The relatively large proportion of organiza-
tions that are collecting data from multiple 
sources suggests that threat intelligence has 
made significant inroads in enterprises across 
all industries. But the fact that more organi-
zations are not tapping external sources for 
threat data — even the free ones such as US-

CERT — is significant. This indicates that many 
organizations are continuing to rely on inter-
nal data for their defenses and are not factor-
ing external threats into their defense strategy.

 
Drivers of Threat Intelligence
Much of the interest in external threat intel-
ligence is being driven by the need for organi-
zations to prepare for emerging threats and to 

respond more quickly to unfolding attacks. Orga-
nizations want to keep an eye on external threat 
activity in order to be better prepared when the 
bad stuff starts hitting their own networks. 

When asked to identify the two greatest 
benefits of analyzing external threat data, 55% 
say they hope it would help them identify ex-
ploits and attacks that could affect them in the 
future (Figure 3). Sixty-one percent perceive 

Number of Paid Threat Intelligence Services
To how many paid, external threat intelligence services/feeds does your 
organization subscribe?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

2 or 3

1

24%

11 to 20

3 to 5 6 to 10 

More than 20

Don’t know

25%

9%4%
1%

1%

36%

Figure 2

Dark Reading Reports
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threat intelligence as giving them the ability 
to analyze threats happening elsewhere so 
they can prevent it from happening within 
their own networks (Figure 4). More than four 
in 10 are using threat intelligence to collect 
data on indicators of compromise and current 
exploits to see if attacks that had happened 
elsewhere already have happened on their 
networks, which speeds remediation. 

D3 Banking Technology, in Omaha, Nebras-
ka, is one of the survey respondents currently 
using threat intelligence to better understand 
cyber-risks to the organization and to others 
operating in the same vertical industry. “It is 
also used to assess the climate, atmospherics, 
and landscape of threats in general to give us 
a better idea of what could be on the horizon 
as an imminent threat,” says Daniel Carnes, 
principal DevOps engineer at the company.

Only 18% of the enterprises surveyed cur-
rently do this kind of threat hunting and view 
it as an important part of their defense (Fig-
ure 5). But more than 50% of respondents 
either are actively experimenting with threat 
hunting or plan to do so in future. The reason 
these numbers are important is because they 
provide an indication of how enterprises plan 

to leverage the data they are collecting from 
external sources.

“External threat intelligence is critical to our 
organization, as it allows us to leverage the 
analysis and risk assessment expertise of oth-
er trusted entities,” Carnes says. “It also acts as 
a force multiplier by helping train our internal 
analysts on what to look for in the future.”

But predictive remediation and faster threat 
detection are not the only reasons why organi-
zations are tapping external sources of threat 
data (Figure 3). Slightly more than a quarter 
(27%) of the respondents in our survey are us-
ing threat intelligence to gauge their current 
cyber-risk status, and 17% are using it in the 
hope of identifying their most frequent adver-

Value of Analyzing External Threat 
Intelligence Data
What is the greatest value of analyzing external threat intelligence data?

Note: Maximum of two responses allowed
Data: Dark Reading survey of 358 IT and security professionals, November 2017

Identifying indicators of compromise that might help my organization detect 
sophisticated attacks that have already occurred 

The ability to correlate external threat information with internal security data to more 
quickly detect and remediate compromises 

The ability to gauge/measure the current risk my organization faces

Identifying exploits or attack trends that might affect my organization in the future 

41%

33%

27%
The ability to identify threat actors who consistently target my enterprise or industry 

The ability to share threat data with business partners or others in my industry to 
identify threats that may affect all of us 

6%

17%

55%

Figure 3

Dark Reading Reports
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saries. Such use suggests a slightly more stra-
tegic view of cyberthreat intelligence, in addi-
tion to more common tactical use cases.

 
Quantity and Quality
Enterprises have a dizzying array of choices 
when it comes to sourcing external threat 
data. There are the free, publicly available 
sources such as US-CERT and the Open Threat 
Exchange; regularly reported data from threat 
intelligence-sharing bodies such as the FS-
ISAC and IT-ISAC; and paid feeds from numer-
ous vendors, including those that generate 
their own data and/or collect data from doz-
ens of different sources.

The data available from such sources can 
vary substantially and may include vulnerabil-
ity alerts, exploit details, malware hashes, bot-
net activity, lists of malicious domains, URLs, 
files, and human intelligence. Some of the 
data is available in automated fashion and in 
near-real time, while other data — such as vul-
nerability alerts — is delivered when available. 

What threat intelligence sources do enter-
prises find most useful? What do they think 
about the overall quality and reliability of the 
data from these sources? Somewhat surpris-

ingly, more of the respondents in our survey 
(28%) cite open source feeds and services as 
the most reliable and useful, even over paid 
subscriptions and feeds (23%) (Figure 6). 
Twenty-seven percent say that the quality 
of data from open source and paid feeds is 
about the same. Those numbers are sure to 
be somewhat sobering for providers of com-
mercial threat intelligence feeds, which often 

promise more timely and relevant intelli-
gence than the free sources. Clearly, some en-
terprises feel these services are not delivering 
on that promise.

Even more sobering is the assessment of 
the overall usefulness of threat intelligence 
data that our respondents receive from ex-
ternal sources. To be useful, enterprises want 
their threat intelligence data to be accurate, 

Usefulness of External Threat Intelligence
Which of the following best describes the way external threat intelligence 
is most useful?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

61%
A way to analyze threats 
happening elsewhere 
and prevent them from 
happening to my 
organization 

A way to collect data on 
current exploits and indicators 

of compromise so that we 
can see if they have already 

happened in our organization 

33%

Don’t know

6%

Figure 4

Dark Reading Reports
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current, and, most of all, comprehensive. Sixty-
one percent of respondents say accuracy is 
one of their three top requirements; 42% say 
currency is an important metric; and 38% cite 
depth of information (Figure 7). Some of the 
other qualities that survey respondents con-
sider important are relevance (27%), the ease 
with which it could be reported to top man-
agement (24%), the ease with which it could 
be correlated with internal telemetry (21%), 
and affordability (17%).

Measured against these metrics, only 20% 
— about one in five — of our survey respon-
dents say most threat intelligence feeds and 
services are really useful to their organizations 
(Figure 8). Thirty-eight percent say that a lot of 
their feeds are useful, while some other feeds 
are not. Seventeen percent say a lot of threat 
feeds are completely useless, though they did 
manage to find a few that were helpful; 5% say 
most threat intel feeds and services are com-
pletely useless to their organizations.
 
The Correlation Challenge
Data quality and usefulness are not the only 
concerns that users have about threat intel-
ligence data. To derive value from external 

threat intel, enterprises need to be able to 
compare and correlate the data with internal 
telemetry such as aggregated firewall and 
logs from intrusion-detection systems, which 
are often processed by security information 
and event management (SIEM) or other ana-
lytics systems. Without the ability to do such 
comparison — either in automated or manual 
fashion — data from external sources often is 

meaningless and does little to enhance secu-
rity. But doing such correlation can be hugely 
challenging, especially for smaller, resource-
strapped organizations.

“The big issue I find is that it is difficult to 
operationalize threat intelligence,” ESG’s 
Oltsik says. “This is due to many factors, in-
cluding the skills shortage, difficulty analyz-
ing threat intelligence, and problems with 

Organization’s Approach to Threat Hunting
What is your organization’s current approach to threat hunting?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

18%

We do threat hunting, 
and it is an important 
part of our data defense
strategy 

17%
25%

26%

14%

We are experimenting with 
it and expect to do more 
of it in the future 

We are not doing threat 
hunting today, but we hope to 

implement it in the future 

We are not doing threat 
hunting and have no plans 

to implement it anytime soon 

Don’t know

Figure 5

Dark Reading Reports

38%
find some threat intelligence 
feeds to be useful, but there 
are some that don’t help at all.

FAST FACT
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turning cyberthreat intelligence into action.”
Some of this concern is reflected in the re-

sponses to Dark Reading’s Threat Intelligence 
Survey. Just 8% of survey respondents say it is 
easy to correlate external threat intelligence 
with log and alert data from internal systems 
and security controls (Figure 9). Thirty-four 
percent say it is hard to impossible to do such 
correlation, because of the manual work in-
volved in making sense of these very different 
data sets.

“The biggest challenge is being able to con-
sume the vast amount of data available in a 
timely fashion and then be able to execute 
on it effectively,” says Carnes from D3 Banking 
Technology. The company is using machine 
learning and automation tools to try and ad-
dress the issue.

The other challenge involves vetting the 
sources of the external threat data to ensure 
accuracy and to avoid redundancy. Carnes 
believes that blockchain technology can help 
with this particular issue in the future.

While organizations today are struggling 
with threat data, many believe that handling 
threat data will be much easier in two years. 
Forty-one percent expect they’ll be much 

better and more automated in handling ex-
ternal threat intelligence in the next two years 
(Figure 10). About a third predict the process 
still will be very manually intensive, but some-
what easier. 

The survey revealed other issues with threat 
intelligence. Despite the challenges involved 
in correlating external and internal threat 
data, only 25% of the organizations in the Dark 
Reading survey have a specialized platform 
or system for accomplishing that task (Figure 

11). Twenty-four percent say they are correlat-
ing data using their SIEM system or other ex-
isting analytics technology. This response is in-
teresting, because SIEM systems are designed 
primarily to aggregate and correlate data from 
internal systems. Some modern SIEM tools 
do enable a certain degree of integration be-
tween external threat data and internal data, 
but most do not support the correlation capa-
bilities of pure threat intelligence platforms.

Twelve percent of our survey respondents 

Reliable Sources of Threat Intelligence
Which sources of threat intelligence are the most useful and reliable?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

28%

Open source feeds 
and services  

Don’t know

22%

27%
Paid feeds and 
open source feeds 
are about the same   

23%Paid subscription 
services and feeds 

Figure 6

Dark Reading Reports
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say they are using mainstream analytics tools 
to analyze external threat intelligence, while 
4% say they aggregated the data into a single 
tool, such as Microsoft Excel, for easier analy-
sis. Ten percent indicate that they are relying 
entirely on human analysts to manually re-
view the threat data and draw their conclu-
sions from it. That approach is almost cer-
tainly not scalable for large organizations but 
is likely the only option for smaller organiza-
tions without the resources to invest in fully 
automated systems.

Considering the fact that less than 10% of 
the organizations surveyed have a dedicated 
threat intelligence platform, it is somewhat 
surprising to note the relatively high degree 
of automation that some of them have imple-
mented for handling threat data. Twenty per-
cent claim they have automated their systems 
to the point where security tools and functions 
will automatically kick in when a particular 
threat is detected (Figure 12). But a far more 
substantial 69% do not have any kind of auto-
mation or orchestration in place for respond-
ing to threats found by threat intelligence 
data. Twenty-eight percent follow “playbooks” 
to figure out what to do in the event of a par-

ticular threat; 24% have generalized policies 
on how to approach specific threats but no 
formal policies.

Security skills availability is another hurdle 

for threat intelligence. Although automation 
is critical to compiling and correlating external 
threat data, a certain level of human analysis 
is essential to the process as well. Our survey 

Qualities of External Threat Intelligence Service
What are the qualities that make an external threat intelligence feed/service 
most helpful or useful?

Note: Maximum of three responses allowed
Data: Dark Reading survey of 358 IT and security professionals, November 2017

Currency  

Depth of information 

Ability to uncover data that is relevant to my specific organization 

Accuracy 

42%

38%

27%
Ability to present data in a format that is understandable/reportable to 
upper management 

Ability to present data in a format that can be compared/correlated with other 
threat intel feeds/services 

21%

24%

Ability to correlate data with my internal security and analytics tools 
21%

Affordability 
17%

Ability to present data in a format that can be exchanged with business partners 
or other organizations in my industry 

8%

61%

Figure 7

Dark Reading Reports
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results show that organizations have realized 
the importance of having people responsible 
for monitoring and analyzing external threat 
data. Fifty-two percent of the respondents had 
at least one and up to three security staffers in 
that role (Figure 13). Given the severe secu-
rity skills shortage in the industry — especially 
for analyst roles — it is somewhat surprising 
to see 16% of the respondents say they had 
between four and 10 employees monitoring 
external threat data; an even more surprising 
5% say they had up to 20 people.

Oltsik says he is optimistic that threat intelli-
gence gateways can help automate the block-
ing of malicious indicators of compromise and 
other functions in a more streamlined fashion 
in the future. “Cyberthreat intelligence analy-
sis is especially difficult and requires advanced 
skills that are really only available to the larg-
est enterprises. I see a move toward services 
for most organizations,” he says.

 
Threat Sharing
Interestingly, despite all the hype around the 
importance of threat data sharing, only 6% of 
the organizations in our survey view external 
threat feeds as a way to share threat data with 

business partners and industry peers (Figure 
14). In fact, when we explicitly ask organiza-
tions whether they share threat intelligence 
and analysis with others in the same indus-
try, including competitors, only 12% say they 
do so routinely. Nearly half — 48% — do not 
share their threat data at all with other orga-
nizations. Twenty-nine percent do so, but only 
with a particularly impactful security threat. 
A nearly identical proportion of respondents 

say the same thing when we ask them if they 
share threat data with customers, suppliers, 
and trading partners (Figure 15). 

The results indicate that the concept of threat 
information sharing, though encouraged for 
years by both government and vertical indus-
try groups, still has not caught on. The Trump 
administration and the Obama administration 
both issued orders that encourage threat in-
telligence sharing. Many initiatives have been 

Usefulness of Threat Intelligence Sources
Thinking about all the different threat intelligence sources you have tried or 
currently use, which statement is the most accurate?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

Most threat intel feeds and services are pretty helpful and useful to my organization 

A lot of threat intel feeds and services are useless to my organization, but we have 
found some that are helpful 

My organization doesn’t use external threat intel feeds or services at all 

A lot of threat intel feeds and services are useful, but there are some that don’t help at all 

20%

17%

8%
Most threat intel feeds and services are useless to my organization 

Don’t know
12%

5%

38%

Figure 8

Dark Reading Reports
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designed to reduce some of the barriers to 
threat data sharing between the private sec-
tor and government. In recent years, numer-
ous industry-specific information sharing and 
analysis centers — such as FS-ISAC, IT-ISAC, and 
NH-ISAC — have been established to facilitate 
threat data sharing. With so many threat intelli-
gence-sharing initiatives in place, it is surprising 
that more of our respondents don’t indicate 
that they are doing so.

 
Is Threat Intel Critical?
Our survey shows that threat intelligence has 
become a critical component of the defense 
strategy at many organizations (Figure 16). 
Despite all the misgivings over data qual-
ity and the difficulties involved in extracting 
value from it, threat intelligence has become a 
vital part of the enterprise security tool kit for 
38% of the organizations in the survey. Thirty-
four percent view it as very helpful and grow-
ing in importance, but not necessarily critical; 
22% see it as a nice-to-have capability. 

Only 6% see external threat intelligence 
feeds and services as unnecessary. One of 
them is Scott Holmes, senior systems admin-
istrator at FYI Television, a New York-based 

subsidiary of Ericsson. “Threat intelligence is a 
new concept to us and has little value,” Holmes 
says. As a content creator of television meta-
data within a very specific market, FYI is likely 
of little interest to threat actors, Holmes says, 
and threat intelligence is unlikely to add any 
value to protecting the company’s systems.

“Higher risk to asset and IP loss would in-

crease a company’s likelihood of investigating 
threat intelligence if it brings relevant threats 
to the forefront,” Holmes notes.

Enterprises that are using external threat in-
telligence should avoid thinking of it as some 
sort of a panacea for their security deficien-
cies, says Josh Zelonis, an analyst at Forrester 
Research. The biggest driver for threat intelli-

Ease of Correlating External Threat Data 
with Internal Systems
How easy is it for your organization to correlate external threat data with 
data collected by internal logs and security systems?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

8%

Easy — in fact, we are doing some 
of that correlation in an automated fashion    

30%
43%

4%
Doable — some human/manual 
correlation is involved, but we 
can get useful results relatively 
quickly    

Impossible — the external 
threat data and the 

internal systems data 
are so disparate that we 

don’t even try to 
correlate them 

Hard — it takes a lot 
of human/manual 
correlation, and it 
takes a long time 

to get useful results 

15%

Don’t know 

Figure 9

Dark Reading Reports
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gence is that organizations don’t feel capable 
of keeping up with sophisticated attackers, he 
says. “The hope is that by sharing information, 
we can learn from attack patterns and be for-
ward-thinking enough with our mitigations so 
future attacks will not be effective against us.” 

But organizations will need to overcome the 
temptation to view threat intelligence as a 
turnkey solution to improve threat detection 
and prevent attacks, Zelonis says. “Threat intel-
ligence needs to be approached from a strate-
gic perspective, where organizations develop 
and justify their security strategies based on 
real-world actors and events.”
 
Conclusion
Threat intelligence has become an important 
component of defensive strategies at many 
organizations and appears poised to gain 
broader adoption over the next few years. In 
addition to using threat intel for more rapid 
detection and mitigation of threats, a growing 

number will also use it for strategic risk miti-
gation and assessment purposes. However, 
key to the increased adoption will be better 

quality of data sources, better automation, 
and more ease of correlation between exter-
nal and internal data.
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Navigating the Threat Intelligence Maze

Future Threat Intelligence Data Quality
Which of the following describes how you believe threat intelligence data quality, 
collection, and correlation will be two years from now?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

41%

9%

29%

13%

Much better and 
more automated  

Somewhat easier, but still 
difficult and manually intensive 

About the same 

Even harder, because 
the volume and complexity of 

the threats is growing 

Don’t know

8%

Figure 10

Dark Reading Reports

http://www.informationweek.com/whitepaper/company/detail/342
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Navigating the Threat Intelligence Maze

Aggregating Threat Data for Analysis
Does your organization use a specialized platform or system that aggregates 
threat data for analysis? 

Data: Dark Reading survey of 358 IT and security professionals, November 2017

No, but we correlate threat data through a SIEM or other existing security tool 

No, we don’t do any external threat monitoring/analysis 

No, but we can analyze data from different sources using mainstream 
data analysis applications 

Yes 

24%

14%

12%
No, but we have people who look at all of the threat feeds separately and 
draw conclusions 

No, but we aggregate all of the data in one application
4%

10%

Don’t know
10%

26%

Figure 11

Dark Reading Reports

http://www.informationweek.com/whitepaper/company/detail/342


Previous Next

Previous Next

DownloadDownload

RegisterRegister

SubscribeSubscribe

Previous Next

Previous Next

Table of Contents

December 2017    17

Navigating the Threat Intelligence Maze

Organization’s Approach to Security Automation
What is your organization’s current approach to threat intelligence and 
security automation/orchestration?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

28%

We have “playbooks” that help 
describe what to do if a particular 
threat is detected, but the process 
is not automated  

17%

24%20% We have some general policies on 
what to do if a particular threat is 
detected, but the response 
process is not well defined 

11%

We have automated our
systems so that if a particular

threat is detected, tools and
functions will automatically respond

We pretty much react to 
all threats on an ad hoc basis 

Don’t know/not sure

Figure 12

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Number of People Analyzing External Threat Data
How many people in your organization are responsible for monitoring/analyzing 
external threat data?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

1

2 or 3

9%

4 to 10 

11 to 20

More than 20

Don’t know

23%

29%

16%

5%
7%

11%

None

Figure 13

Dark Reading Reports

http://www.informationweek.com/whitepaper/company/detail/342


Previous Next

Previous Next

DownloadDownload

RegisterRegister

SubscribeSubscribe

Previous Next

Previous Next

Table of Contents

December 2017    19

Navigating the Threat Intelligence Maze

Sharing Threat Intelligence and Analysis with 
Other Organizations
Do you share threat intelligence and analysis with other organizations in your 
industry, including competitors?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

12%
Yes, routinely   

11%

29%
48%

Yes, but only when 
there is a new or 
particularly impactful 
threat    

No

Don’t know

Figure 14

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Sharing Threat Intelligence and Analysis 
with Customers
Do you share threat intelligence and analysis with customers, suppliers, 
or other trading partners?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

12%
Yes, routinely   

12%

30%
46%

Yes, but only when 
there is a new or 
particularly impactful 
threat    

No

Don’t know

Figure 15

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Organization’s View on External Threat 
Intelligence Data
Which of the following best describes the way your IT organization currently 
views external threat intelligence data?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

38%

6%

34%

22%
A critical element in 
our data defense 

Not a critical element, but very 
helpful and growing in importance 

Nice to have, 
but not essential 

We don’t use external threat 
intelligence feeds or services 

and don’t plan to 

Figure 16

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Threat Status Reporting by IT to Business
Does your IT organization report threat status/information to 
business/board-level management?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

25%
Yes, routinely 

16%

49%

10%
No

Yes, but only if there is a 
new or critical threat 

Don’t know

Figure 17

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Respondent Job Title
Which of the following best describes your job title?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

Information security department staff

Network/system administrator

President/CEO/managing director

Information technology director/head

15%

13%

11%
Information security department manager

Information technology executive (CIO, CTO, VP of IT)
8%

9%

Chief security officer
5%

Director/VP (non-information security/IT)
5%

Information security director/head
4%

CFO/financial director
1%

Chief privacy officer
1%

16%

Internal auditor
1%

Other
12%

Figure 18

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Respondent Company Size
Approximately how many employees are in your organization?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

31%
16%

31%

22%

Fewer than 100 

100 to 999 

1,000 to 9,999 

10,000 or more 

Figure 19

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Respondent Industry
What is your organization’s primary industry? 

Data: Dark Reading survey of 358 IT and security professionals, November 2017

IT vendor, tech manufacturing

Government (federal, state, or local, including military)

Consulting and business services

Education

10%

10%

10%
Financial services/banking/securities and investments

Healthcare/medical
6%

9%

Manufacturing/industrial (non-computer)
4%

Telecommunications/ISPs
4%

Nonprofit
4%

Insurance/HMOs 
3%

13%

Construction/engineering

Media/entertainment

Retail/e-commerce

Distributor

Other

3%

3%

2%

2%

17%

Figure 20

Dark Reading Reports
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Navigating the Threat Intelligence Maze

Respondent Company Revenue
Which of the following dollar ranges includes the annual revenue of 
your entire organization?

Data: Dark Reading survey of 358 IT and security professionals, November 2017

$6 million to $49.9 million

$50 million to $99.9 million

$100 million to $499.9 million

Less than $6 million

11%

7%

10%
$500 million to $999.9 million

$1 billion to $4.9 billion
9%

4%

$5 billion or more
8%

Government/nonprofit
7%

Don’t know/decline to say 
21%

24%

Figure 21

Dark Reading Reports
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