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Ericka Chickowski
Dark Reading Reports

Ericka Chickowski is an experienced business and technology journalist who  
specializes in coverage of IT security, regulatory compliance, business alignment,  
project management, and IT employment. She has made it her specialty to  
explain how technology trends affect real people. Her analysis and perspectives have  
appeared in dozens of trade and consumer magazines, including CIO Insight,  
Dark Reading, DevOps.com, Entrepreneur, and InformationWeek. 
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SU
M

M
AR

Y Data breaches and online compromises have become common in enterprises of all types and 
sizes. Dark Reading’s 2017 Strategic Security Survey, which polled 330 IT and security  
professionals, offers insight into the prevalence of attacks and breaches over the past year, as 
well as their causes and their effects on IT security planning for the future. The results show that 
the incidence of compromise continues to rise and that security practitioners are feeling in-
creasingly skittish about their vulnerability to the threats. Some of the findings include  
the following:
• One in four organizations suffered significant or minor direct financial losses due to an attack  
  or breach in the past 12 months. 
•  Approximately 65% of organizations fell victim to malware-related breaches, while 55%  

experienced phishing-initiated breaches. 
•  Nearly one in five organizations suffered from intellectual property theft or compromise of 

information confidentiality in the past year. 
•  Among those who were hit by directly targeted breaches, 20% bore costs in excess of  

$1 million.
•  Only 54% of organizations feel well-prepared to respond to a major breach in the  

coming year.
•  Approximately 23% of organizations were struck by ransomware attacks; 9% paid  

the ransom.

EXECUTIVE
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ABOUT US
Dark Reading Reports

offer original data and insights 

on the latest trends and prac-

tices in IT security. Compiled 

and written by experts, Dark 

Reading Reports illustrate the 

plans and directions of the 

cybersecurity community and 

provide advice on the steps 

enterprises can take to protect 

their most critical data. 

Survey Name   Dark Reading Strategic Security Survey

Survey Date   May 2017

Region   North America

Number of Respondents  330 IT and security professionals at companies with 100 or  
more employees. The margin of error for the total respondent base (N=330) is +/- 5.4  
percentage points.

Purpose   Dark Reading surveyed business technology and IT security professionals to  
discover issues related to IT security.

Methodology   The survey was conducted online. Respondents were recruited via an email  
invitation containing an embedded link to the survey. The email invitation was sent to a select 
group of UBM’s qualified database; UBM is the parent company of Dark Reading. The  
respondents included in this report had IT- or IT security-related job titles or had IT security  
job responsibilities. UBM was responsible for all programming and data analysis. These  
procedures were carried out in strict accordance with standard market research practices.
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It’s been more than a decade since security 
and privacy advocates started tallying up en-
terprise data breach statistics, and the num-
bers continue to get worse. Over the past year, 
organizations large and small have reported 
record numbers of IT security breaches, expos-
ing customers’ personally identifiable infor-
mation, intellectual property, and competitive 
intelligence. The 2017 Dark Reading Strategic 
Security Survey indicates that the problem is 
not abating.

This survey is not alone in its findings. Accord-
ing to reports from the Identity Theft Resource 
Center, the number of US data breach incidents 
hit an all-time high in 2016 with 1,093 events. 
That’s a drastic 40% increase over the previ- 
ously broken record in 2015. Meanwhile, figures 
from the 2016 Breach Level Index (BLI) showed 
a corresponding spike in the number of data 
records compromised. In fact, the BLI showed 
that in the past year, more than 1.3 billion con-
fidential records were stolen or exposed.

For IT security professionals, breaches are 
no longer isolated incidents that only hap-
pen to the other guy. Survey responses from 
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Data Breaches on the Rise

The Impact of a Security Breach 2017

Note: Multiple responses allowed 
Base: 330 respondents in 2017 and 300 respondents in 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Security Breaches Over Past Year
Which types of security breaches have occurred in your organization 
in the past year? 

2017 2016

65%
Malware

Phishing

Ransomware

Denial of service

Theft of computers or storage devices

Web or software applications compromise

Data theft

Operating system compromise

Attackers gained access through partner 

Network compromise

Mobile device or application compromise

Website vandalized or site content 

Database, content, or data-management 

Physical break-in

Hardware compromise

Compromise by state-sponsored attacker

Other

Unknown

56%

55% 58%

23%

23% 17%

21% 19%

16% 9%

13% 9%

12% 4%

10% 7%

10% 13%

11%9%

7%8%

7%

4%

5% 2%

3%

2%

N/A

11% 2%

systems

manipulated

system compromise

23%

6%

6%

3%

Figure 1
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Dark Reading’s 2017 Strategic Security Survey  
indicate that security incidents are hitting en-
terprises more often than in the past — and 
that an increasing number of IT leaders feel 
more vulnerable now than they did last year. 

The 2017 Strategic Security Survey shows 
that in the last 12 months, 89% of respondents 
reported experiencing at least one type of at-
tack and 53% reported experiencing three or 
more types of attacks. More startlingly, in 12 
out of 18 types of breaches measured, the in-
cidence of compromise has risen over last year 
(Figure 1). The biggest increases occurred in 
malware attacks, denial-of-service attacks, ap-
plication compromises, data theft, and oper-
ating system compromises.

For the most part, the survey indicates that 
these breaches have been the work of wide-
spread, automated attack campaigns that 
seek to compromise systems indiscriminately. 
Only about 17% of respondents admit to fall-
ing victim to a directly targeted attack — the 
same ratio as reported those troubles last year 
(Figure 2). Still, experts say that there is a good 
chance that many of these organizations may 
have experienced a targeted attack — or may 
even be currently compromised — and not 

even know it. Approximately 30% of respon-
dents admit they’re not sure if they’ve been 
directly targeted or not.

One thing is clear: the costs of the known 
targeted attacks are increasing dramatically. 
The ratio of those directly targeted reporting 
losses in excess of $1 million as a result of their 

attacks increased by 12 percentage points 
over the last year (Figure 3). 

These figures tell a story of attackers con-
tinually improving their game. But there 
are also growing figures that suggest enter-
prises may not be doing enough to protect  
themselves. 

Directly Targeted Breaches
Has your organization fallen victim to a directly 
targeted breach or compromise?

Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business 
technology and security professionals at organizations with 100 or more employees

Yes
Not sure

No

2017 2016

17%

53%

30%

Yes
17%

47%

36%

No

Not sure

Figure 2
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of companies surveyed report 
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One very telling statistic relates to organiza-
tions that have a formal security operations 
center or a team that actively manages secu-
rity incidents. In 2016, about 12% of respon-
dents told Dark Reading that they didn’t have 
an incident response team but were planning 
on building one within the next year. Yet in 
2017, we found that the ratio of organizations 
with such a team had actually dropped by a 
percentage point (Figure 4). Clearly, for many 
organizations, last year’s plans did not come 
to fruition.

And that’s just one facet of building out 
a successful security program. When asked 
about their biggest challenges in IT security, 
respondents said they struggled most with 
two of the most fundamental aspects of the 
business. More than one-third (35%) of those 
questioned said their biggest challenge is sim-
ply assessing risk. Additionally, 34% of respon-
dents said their biggest challenge is enforcing 
security policies.  

On a positive note, it is encouraging to no-
tice that more IT leaders are placing a higher 
priority on substantive security problems 
than on legal or regulatory compliance. The 
answers to the “biggest challenges” question 

indicate that compliance concerns may fi-
nally be taking a back seat to actual activity 
that can reduce breach incidents and impact. 
Meeting regulatory and industry compliance 
requirements came in seventh among a list of 
10 possible challenges.

Malware, Phishing, and Endpoint Breaches 
Data from this year’s survey confirmed once 
again that the endpoint is the preferred start-
ing point for most attackers’ efforts to breach 
victims’ data. This is the second year in a row 
that malware and phishing topped the list 

Base: 56 respondents in 2017 and 51 respondents in 2016 who experienced a breach 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Security Breach Cost
Approximately what was the cost of that breach?  

2017 2016

25%

Less than 
$100,000

10%

34%

11%

16%

49%

$100,000  
to $499,999

$500,000 
to $999,999

17%

4%
$1 million

to $4.9 million

10%$5 million
 or more

Don’t
know

Less than 
$100,000

$100,000  
to $499,999

$500,000 
to $999,999

3%$1 million
to $4.9 million$5 million

 or more

Don’t
know 16%

5%

Figure 3
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of types of breaches experienced by respon-
dents, though there was a slight adjustment in 
percentage points and the order of reported 
incidence flip-flopped. 

These statistics are not surprising given 
the common playbook that the cybercrimi-
nal community has used to great effect over 
the years. One of the most common ways 
to breach an enterprise is to send to an em- 
ployee a phishing email that compromises 
credentials or launches an exploit on his or her 
endpoint device. This initial endpoint compro-
mise is often used as a beachhead for further 
attacks on other parts of the network. Attack-
ers look for ways to escalate the privileges of 
the compromised device and move laterally 
into other enterprise accounts across the net-
work and external cloud infrastructure. 

This common approach is likely why, when 
asked about their top concerns, most respon-
dents (57%) said their biggest worry was us-
ers being socially engineered through phish-
ing and other scams. That answer was closely 
followed by 56% of respondents who named 
an infected personal device connecting to the 
corporate network as a top endpoint problem. 
And it’s not just laptops and desktops anymore 

— approximately 86% of survey participants 
believe that mobile devices pose a threat to 
their organization’s security (Figure 5).

The endpoint threat landscape is becoming 
even more complicated as fileless malware at-
tacks begin to rise in prominence. Fileless mal-
ware can be distributed without requiring the 
user to download a file, often by storing infor-

mation in system memory, leveraging Power-
Shell or Windows Management Instrumenta-
tion (WMI), or by using malicious macros in 
productivity software. According to research-
ers with Carbon Black, the security world saw 
a 90% spike in PowerShell and WMI attacks in 
the second quarter of 2016. The breach of the 
Democratic National Committee during the 

Formal Security Incident Management Team
Does your organization have a formal security operations center or team 
that actively manages security incidents and events as they are generated?

Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

2017 2016

60% Yes

No, but we
are building
one within

the next year
25%

15%

No

61%
12%

27%

Yes
No, but we 

are building 
one within 

the next year

No

Figure 4
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2016 election cycle used a fileless attack that 
used both PowerShell and WMI in order to get 
into the political party’s systems. 

It is likely that the rise in fileless malware 
activity is reflected in the Strategic Security 
Survey results, as the number of respondents 
reporting operating system compromises tri-
pled and the number reporting application 
compromise doubled. 

Attackers love to start at the endpoint be-
cause so many end-user devices remain woe-
fully unprepared to fend off malware and ma-
licious exploits such as those used by fileless 
malware. The exploits are constantly evolv-
ing, but these malicious mechanisms remain 
consistently successful, often finding fertile 
ground on endpoint devices that are riddled 
with vulnerabilities. Ironically, many of these 
vulnerabilities are easily fixable — industry es-
timates from numerous sources indicate that 
as many as 40% to 50% of endpoint attacks to-
day use old, well-known vulnerabilities.

The world recently saw a stark illustration of 
this exploitation of known endpoint vulner-
abilities: the rampant spread of the WannaCry 
ransomware in the middle of May 2017. In just 
its first week of infection, the worm behind 

WannaCry managed to spread across more 
than 200,000 machines in 150 countries, ac-
cording to Europol. The worm succeeded 
largely on the back of a vulnerability that had 
been patched by Microsoft a month earlier, 
but which many victims had not yet installed.

WannaCry also offered up proof of another 
growing trend identified by the Strategic Secu-

rity Survey: the increasing use of ransomware. 
Even before WannaCry’s release, the survey 
found that nearly one in five respondents had 
fallen victim to a ransomware attack in which 
a criminal encrypted or threatened damage to 
data unless a ransom was paid (Figure 6). Not 
only was there a slight uptick in the number of 
those who reported ransomware attacks over 

Mobile Device Threat
Do you believe mobile devices, such as smartphones and tablets, 
pose a threat to your organization’s security?

Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Yes, a 
signi�cant 
threat

2017 2016

37%

Yes, a
minor
threat

Not yet,
but they

will

No 

49%

10%

4%

Yes, a 
signi�cant 
threat

Yes, a
minor
threat

Not yet,
but they

will

No 

8%

34%

44%

14%

Figure 5
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the previous year, but their answers to further 
questions indicated the attacks are growing 
more effective. In the 2016 Strategic Secu-
rity Survey, zero respondents reported that 
they had paid the ransom to fix a ransomware 
problem; this year, about 9% of those affected 
ponied up to pay the bad guys (Figure 7). 

Cloud Breaches 
In August 2016, it was revealed that more than 
68 million credentials for cloud storage service 
provider Dropbox were floating around for 
sale in the criminal underground. This report 
probably elicited a lot of “I told you so” com-
ments from IT security leaders: according to 
our survey, many security practitioners still re-
main deeply skeptical of the cloud, in spite of 
its usefulness to businesses. 

Almost one in three respondents said they 
believe that the use of cloud services and ap-
plications is making their enterprise data less 
secure (Figure 8). Much of their unease tends 
to revolve around two major concerns: unau-
thorized access to sensitive information and 
application availability and performance. 

On the first front, about 42% reported that 
their number one worry is that the cloud opens 

the enterprise up to unauthorized access or 
leakage of proprietary information; 33% wor-
ried the same about customer information. 

Meanwhile, approximately 33% of respon-
dents said that application or system per-
formance was a big risk of cloud computing. 

About 31% cited business continuity or the 
disaster recovery readiness of the cloud pro-
vider to be a concern. Availability is one third 
of the security practitioner’s mission, so reli-
ance on a third-party cloud provider affects 
the security team’s confidence in its ability to 

Ransomware Attacks
In the past 12 months, has your organization fallen victim to a ransomware 
attack, in which someone encrypted or threatened to damage your data 
unless a ransom was paid?

Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

2017 2016

63%

14%
23%

13% 20%

67%

Yes

No

Don’t know

No

YesDon’t know

Figure 6
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control the risks that contribute to downtime 
or performance problems. 

This risk was brought home in spectacular 
fashion in 2016, when Salesforce.com suffered 
a daylong service outage in one of its database 
instances. It was a freak event — triggered by a 
power failure and storage array firmware bug 
— but it caused numerous customers down-
time, performance problems, and even some 
data losses.

Attack Repercussions 
Whether they’re targeted or indiscriminate, 
online attacks often affect the entire enter-
prise. According to respondents in the Dark 
Reading Strategic Security Survey, one of the 
most-cited effects of online attacks is network 
and application downtime, which was named 
by 35% of victims (Figure 9). 

Interestingly, this consequence was cit-
ed more often than the theft of intellectual 
property or compromise of confidential in-
formation, which were reported by 19% of 
respondents. It’s a good reminder to security 
professionals that it’s crucial to keep focused 
on all three elements of security’s all-impor-
tant “CIA” guiding principles: confidential-

ity, integrity, and availability. Often, security 
teams get so hung up on ensuring confidenti-
ality and integrity that they completely forget 
the final leg of that three-legged stool. But a 
lack of systems availability may lead to signifi-

cant indirect financial loss to an organization. 
According to IDC estimates, the average cost 
of an infrastructure failure is $100,000 an hour, 
while the cost of a similar failure in a critical 
application is $500,000 to $1 million. 

Paying Ransom

Base: 75 respondents in 2017 and 60 respondents in 2016 who fell victim to ransomware attack 
Data: Dark Reading Strategic Security Survey of business technology and security professionals 
at organizations with 100 or more employees

2017 2016

9%

2% 0%

98%

Yes, we paid 
the ransom

No, we did not 
pay the ransom

Don’t know
Yes, we paid 
the ransom

No, we did not 
pay the ransom

Don’t know

Did your organization pay the ransom? 

87%

4%

Figure 7
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Aside from a lack of availability, respondents 
cited many other indirect breach costs, includ-
ing legal liability, identity theft, customer alien-
ation, and violation of government regulations. 
But that wasn’t the end of the pain: as many as 
one in four organizations also reported direct 
financial losses, either minor or significant. 

According to the 2016 Ponemon Institute Cost 
of a Data Breach report, these costs continue to 
stack up at enterprise organizations that are vic-
tims. Ponemon numbers indicate that the total 
cost of a typical data breach has risen by 29% 
since 2013, adding up to an average $4 million 
per breach, once indirect costs are figured in. 

While organizations are increasingly seeking 
specialized cybersecurity insurance policies to 
mitigate some of the risks of those financial 
losses, the use of insurance is still an emerging 
strategy. There was a 6-point gain in the per-
centage of organizations that have purchased 
an insurance policy specific to cybersecurity, 
bringing that number up to 17%. Another 
27% claim to be covered for cybersecurity 
breaches under a broader insurance policy, 
but the surety of that may be questionable. 
Time and again, legal court findings over the 
past several years have shown that general 

liability insurance will not cover cyber losses 
— and many insurers are also tightening their 
language to exclude cybersecurity losses from 
these general policies.  

For most Strategic Security Survey respon-
dents, that point was largely moot over the 
last 12 months: only about 9% of organiza-

tions holding cyber insurance submitted a 
claim (Figure 10). Of those, about two-thirds 
of the claims were paid.

Learning from Past Mistakes 
After reviewing their reports of breach expe-
riences over the last 12 months, it’s hardly a 

Cloud Security Risks
Do you feel that the use of cloud services and applications is making 
your enterprise data more secure or less secure?

Base: 330 respondents in 2017; not asked in 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

More secure 

19%

Less secure 

About the same 

Don’t know  

32%
42%

7%

Figure 8
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shock to find that many respondents to the 
Strategic Security Survey are feeling increas-
ingly vulnerable to attacks in the coming 
year. Approximately 72% of respondents to 
the Dark Reading survey said they feel more 
vulnerable or are at about the same level of 
vulnerability to malicious attacks than a year 
ago. That figure has risen about 5 percent-
age points over the 2016 survey. When asked 
why they feel more at risk, respondents cited  
increasing numbers of ways to attack corpo-
rate networks, increased sophistication of 
threats, and increased use of the public cloud.

Maybe this sense of disquiet will be enough 
to spur some of these organizations to take 
more drastic action in their data defense 
planning. Only 17% of respondents don’t 
believe their organizations will have to deal 
with a major data breach or compromise in 
the coming year. 

The percentage of survey respondents that 
have incident management teams isn’t grow-
ing, but there is a silver lining around the 
statistics about these first responders. Secu-
rity analyst and responder teams are the heart 
and soul of security and often keep a secu-
rity intrusion from turning into a large-scale 

Dark Reading Reports

Note: Multiple responses allowed 
Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Attack Fallout
What were the effects of the attack(s)? 

2017 2016

35%

Network or business applications 

Intellectual property theft or 

Minor �nancial losses

Other internal records lost or damaged

Violated government regulations

Legal liability

Fraud

Identity theft

System destruction or physical damage

Customer records compromised

Alienated customers

Signi�cant �nancial losses

Cyber insurance claim �led 

Other

None

Unknown

to computer systems

28%

19% 13%

19% 11%

11% 14%

11% 7%

10% 11%

9% 7%

9% 7%

8% 11%

7%10%

7% 5%

6% 2%

3% N/A

3% 5%

16% 22%

15% 11%

unavailable

information con�dentiality 

regarding data security

Figure 9

FAST FACT

72%
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breach. This year, the percentage of organiza-
tions planning to build out a security opera-
tions center or a response team has more than 
doubled, with 25% of organizations saying 
one is in the works within the next year. That’s 
a good thing, because only about 54% of se-
curity leaders surveyed believe their organi-
zation is well-prepared to respond to a major 
security breach in the coming year.

Conclusion 
The scope and severity of data breaches con-
tinue to expand despite the best efforts of 
enterprise security departments. Many or-
ganizations are coming to grips with the fact 
that, at some point, they will be forced to deal 
with the realities and fallout of security inci-
dents and breaches. It may not be realistic to 
hope to completely prevent breaches, but as 
organizations prepare themselves, experts say 
they should at least be seeking ways to mini-
mize potential damage. This means develop-
ing better incident response, improving risk 
management strategies, and finding ways to 
close the vulnerabilities that expose systems 
to the most common means of attack. 

Dark Reading Reports

File Insurance Claim
Has your organization ever �led a claim under its breach insurance policy?

Base: 145 who determined insurance in 2017; unable to trend to 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

No

Don’t know

44%
47%

3%
6%

Yes, and the claim(s) were 
paid without dispute

Yes, but the insurance 
company disputed our claim

Figure 10
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Note: Maximum of three responses allowed 
Base: 330 respondents in 2017 and 300 respondents in 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Assessing risk

Enforcing security policies

Managing the complexity of security

Preventing data breaches from outside attackers

Controlling user access to systems and data

Getting management buy-in or adequate funding

Meeting regulatory and industry compliance requirements

Spreading user awareness

Preventing data theft by employees or other insiders

Getting professional resources and expertise

Other 

 

 

 

Biggest IT Security Challenges
Which of the following are among the biggest information or 
network security challenges facing your company? 

2017 2016

35% 32%

34% 31%

33% 33%

29% 39%

28% 34%

26% 20%

25% 33%

24% 23%

16% 16%

16% 10%

3% 3%

Figure 11
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Note: Maximum of three responses allowed 
Base: 330 respondents in 2017 and 300 respondents in 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Users being socially engineered via phishing or other scams

An infected personal device connecting to the corporate network

Loss of a device that has sensitive information

Web-based malware downloaded by a user

Malicious apps downloaded by a user

Compromise of privileged users or system administrators

Theft of data via uploading to a personal device

User suffering a personal loss, such as identity or bank theft, via a corporate-issued device

 

 

 

 

Top Endpoint Security Concerns
What are your most signi�cant endpoint security concerns?  

2017 2016

57% 49%

56% 46%

31% 39%

26% 36%

30% 34%

25% 28%

27% 22%

18% 11%

Figure 12
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Note: Maximum of three responses allowed 
Base: 330 respondents in 2017 and 300 respondents in 2016
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Unauthorized access to or leak of our proprietary information

Unauthorized access to or leak of our customers’ information

Application or system performance

Business continuity or disaster recovery readiness of provider

Inability to set or enforce security policy in cloud service-provider environment

Security defects in the technology itself

Inability to track or troubleshoot data once it enters the cloud

Vendor lock-in

Features and general maturity of technology

Business viability of provider; risk company will fail

Other

 

 

Cloud Computing Risks
When thinking about risks related to using cloud services, 
what are your top concerns?  

2017 2016

42% 40%

33% 38%

33% 25%

31% 21%

26% 32%

26% 31%

20% 30%

19% 23%

17% 11%

16% 9%

1% 5%

Figure 13
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Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology 
and security professionals at organizations with 100 or more employees

Yes, we are covered for cybersecurity breaches under a broader business insurance policy

Yes, we have an insurance policy speci�cally for cybersecurity breaches

No

Don’t know

 

 

 

Cyberbreach or Cyber-risk Insurance
Does your organization have a cyberbreach or cyber-risk insurance policy?

2017 2016

27% 23%

17% 11%

21% 21%

35% 45%

Figure 14
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Vulnerability to Security Breaches
Is your organization more vulnerable to security breaches than it was
a year ago?

Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business 
technology and security professionals at organizations with 100 or more employees

Yes
No

About the same

2017 2016

17%

55%

28%

Yes
15%

52%

33%

About the same

No

Figure 15
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Base: 330 respondents in 2017 and 300 respondents in 2016 
Data: Dark Reading Strategic Security Survey of business technology
and security professionals at organizations with 100 or more employees

Preparedness of Organization
Do you agree with these statements? 

2017 2016

My organization has an effective, 
well-considered strategy 
and architecture for defending its 
most critical data.

My organization has an effective 
method for measuring the 
current state of its security
posture.

My organization has an effective 
method for measuring the 
effectiveness/performance 
of its security department.

I believe my organization is well-
prepared to respond to a major 
data breach in the coming year.

I believe my organization will 
have to respond to a major data 
breach or compromise in the 
coming year.

Agree or 
strongly 

agree
Neutral

Disagree 
or 

strongly 
disagree

Don’t 
know

64%

63%

57%

54%

48%

60%

62%

51%

51%

41%

23%

20%

26%

29%

31%

20%

19%

27%

25%

38%

11%

15%

16%

15%

17%

17%

15%

17%

20%

16%

2%

2%

1%

2%

4%

3%

4%

5%

4%

5%

Figure 16
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Data: Dark Reading 2017 Strategic Security Survey of 330 business 
technology and security professionals at organizations with 100 or more employees

Network/system administrator

Information security department staff 

Information technology director/head 

Information security department manager 

Information technology executive 

Director/VP (non-information security/IT) 

Chief security of�cer 

Information security director/head 

President/CEO/managing director 

Internal auditor 

Other 

 

 

 

 

14%

19%

3%

11%

3%

6%

16%

1%

11%

Respondent Job Title
Which of the following best describes your job title?

12%

4%

Figure 17
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Data: Dark Reading 2017 Strategic Security Survey of 330 business technology 
and security professionals at organizations with 100 or more employees

Respondent Industry
What is your organization's primary industry? 

15%
Government 

Financial services/banking/securities and  

Education 

IT consulting/IT services 

Manufacturing/industrial (noncomputer) 

Healthcare/HMOs 

Consulting and business services 

Telecommunications/ISPs 

IT vendor/tech manufacturing 

Media/entertainment 

Construction/engineering 

Food/beverage 

Biotech/biomedical/pharmaceutical 

Distributor 

Energy 

Retail/e-commerce

Other

13%

12%

10%

8%

7%

4%

4%

3%

2%

2%

2%

2%

2%

2%

2%

12%

investments

Figure 18
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Data: Dark Reading 2017 Strategic Security Survey of 330 business 
technology and security professionals at organizations with 100 or more employees        

100 to 499

500 to 999

1,000 to 4,999 

5,000 to 9,999 

10,000 or more 

24%

13%

11%

29%

23%

Respondent Company Size 
Approximately how many employees are in your organization?

Figure 19
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Data: Dark Reading 2017 Strategic Security Survey of 330 business 
technology and security professionals at organizations with 100 or more employees        

Less than $6 million 

$6 million to $49.9 million 

$50 million to $99.9 million

$100 million to $499.9 million

$500 million to $999.9 million

$1 billion to $4.9 billion

$5 billion or more

Government/nonpro�t

Don’t know/decline to say 

4%

11%

10%

6%

15%

7%

14%

10%

23%

Respondent Company Revenue 
What is the annual revenue of your entire organization?

Figure 20
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