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How Enterprises
Spend Their IT
Security Dollars

Nearly 40% of organizations spend 10% or more of their IT
budgets on cybersecurity, and more than one-third plan to
increase security budgets in the coming year. How do your
spending choices stack up against theirs? Here’s a look at
what your peers are planning.
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EXECUTIVE
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It’s not how many dollars your organization has budgeted for IT security, it’s how you spend
those dollars.
Many organizations, analyst firm Gartner noted, believe they have done their due diligence
if they spend the same amount on security as their peers. If your enterprise spends money
on the wrong things, it might seem to be in line with its counterparts — but it could be more
vulnerable than ever.
Dark Reading’s 2017 Security Spending Survey offers some insight on how organizations are
spending their cybersecurity dollars. We polled 400 IT workers on the size of their security
budgets, their plans for spending, the technologies and the services that get top priority, and
the primary drivers behind their spending. The survey reveals some interesting insights, including the following:
•3
 5% of organizations expect to increase their security spending over the next 12 months;
40% expect spending to remain the same.
• A plurality of organizations (21%) spend between 10% and 15% of IT budgets on IT security.
• Data breach concerns and compliance are the top drivers behind security spending.
• Smaller organizations plan to spend more on traditional attack prevention tools, while
larger ones are more interested in detection and response capabilities.
• More companies expect to spend more of their security service dollars on penetration
testing and security auditing than on any other services.
• Cloud service adoption does not diminish the need for security spending.
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RESEARCH

ABOUT US
Dark Reading Reports
offer original data and insights
on the latest trends and practices in IT security. Compiled
and written by experts, Dark
Reading Reports illustrate the
plans and directions of the
cybersecurity community and
provide advice on the steps
enterprises can take to protect
their most critical data.
Dark Reading Reports

Survey Name Dark Reading Security Spending Survey
Survey Date March 2017
Region North America
Number of Respondents 400 IT and security professionals at companies of all sizes. The
margin of error for the total respondent base (N=400) is +/- 4.8 percentage points.
Purpose Dark Reading surveyed business technology and IT security professionals to
discover issues related to IT security budgets.
Methodology The survey was conducted online and focused on IT security current and future
budgets, influencers on security spending, and primary drivers of IT security purchases. Respondents were recruited via an email invitation containing an embedded link to the survey. The email
invitation was sent to a select group of UBM’s qualified database; UBM is the parent company of
Dark Reading. The respondents included in this report had IT- or IT security-related job titles or
had IT security job responsibilities. UBM was responsible for all programming and data analysis.
These procedures were carried out in strict accordance with standard market research practices.
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Data Breach Fears, Compliance Requirements Drive Increased Cybersecurity Spending
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An organization’s ability to defend its digital
assets against external and internal threats
depends on the resources that are available to
do it. By that measure, many IT security executives would appear to have little to complain
about these days.
Estimates from analyst firms such as Gartner and IDC show that enterprise spending on
information security hardware, software, and
services is soaring. IDC estimates that worldwide spending on information security will
surge from around $74 billion in 2016 to $101
billion by 2020 — a compound annual growth
rate more than twice that of overall IT spending. Gartner’s 2016 estimated $81.6 billion
worldwide spending on information security
was about 8% higher than 2015.
Survey responses from Dark Reading’s 2017
Security Spending Survey confirm that cybersecurity spending is on the rise. Much of the
growth is being driven by enterprises’ fear of
becoming the next data breach or cyber extortion victim — and the resulting financial,
reputational, and shareholder value losses.
Eleven percent of the respondents in the
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Figure 1

survey report annual IT security budgets of
over $5 million; another 8% have a budget of
between $1 million and $5 million for security
technologies, services, and staff.
Those numbers represent between 10%

and 15% of the overall IT budget for 21% of
the survey respondents. About 9% say they
spent between 16% and 20% of their IT dollars on security, while 18% peg the number at
between 3% and 5% of their IT budgets. Five
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percent say they spend a surprising 21% to
25% of their IT dollars on information security.
Interestingly, the spending average of 10%
to 15% of the overall IT budget is consistent
across companies of all sizes. About 23% of
small organizations — those with fewer than
50 employees — in the survey say their organizations allocated between 10% and 15% of
the IT budget on IT security, compared to the
21% of large organizations that say the same
thing. Remarkably, 38% of respondents from
the largest organizations in the survey do not
know how much they spent on security technologies, services, and staffing.
Gartner last year estimated that organizations on average spend about 5.6% of the
overall IT budget on IT security. The Dark
Reading survey results confirm the findings of
other studies, which indicate that security is
accounting for an increasingly larger portion
of the IT spending pie.
According to Gartner, the lowest spending
20% of organizations tend to be either underprepared to deal with security threats or very
secure organizations that have already implemented best practices across the board. Gartner’s own recommendation is that organiza-

Figure 2

tions ideally allocate between 4% and 7% of
their IT dollars on IT security.
On average, organizations of all types are
spending more of their security budgets on
technology purchases (44%) than on IT security staffing (33%). This suggests one of two
things: either many organizations continue to
see security as primarily a technology issue; or
organizations are relying heavily on technol-

ogy to augment their available skills.
A survey conducted by the SANS Institute
in 2016 showed that a majority of companies
planned on allocating between 3% and 12%
of their fiscal year 2016 IT budgets on securing
their enterprise networks and assets.
That was in sharp contrast to numbers for
2014, when more than 40% of the respondents
in the same SANS survey said they spent less
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than 6% of their IT money on security. The big- Figure 3
gest increase between the SANS 2014 survey
and the one in 2016 was in the percentage of
respondents who claimed their organizations
spent or planned to spend between 21% and
25% of the IT budget on security.
Varied Security Spending Patterns
Where are organizations spending their IT
security dollars? The Dark Reading Security
Spending Survey suggests that much depends on the size of the organization. The
survey shows that smaller organizations generally skew towards traditional network and
perimeter security technologies, while the
bigger organizations trended towards more
analytical and security context-enabling tools.
When organizations were asked to choose
the security technologies likely to receive the
largest portion of their security budgets in the
coming year, more than 60% of respondents
from businesses with fewer than 50 employees cite antivirus and anti-malware tools. In
contrast, only 27% of medium-sized organizations with between 500 and 999 employees
— and an even smaller 22% from companies
with more than 10,000 employees — say they

would do the same.
Similarly, small and medium-sized organizations plan to spend a bigger chunk of their
budget on network and next-generation firewall products compared to large organizations. Nearly 56% of respondents from small
organizations and 68% of those from businesses with 100 to 499 employees indicate
firewall products to be a top budget priority,

compared to a more modest 46% from companies with over 10,000 employees.
Spending plans on security information and
event monitoring (SIEM) and security threat
analytics products show an even greater divergence between small and large companies.
Barely 16% of the survey takers from organizations with between one and 100 employees
report SIEM as a spending priority, compared
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to nearly 40% from large companies. More
than 22% of large organizations point to security and threat analytics capabilities as a major
focus, compared to barely 9% for organizations with 50 to 99 employees.
The numbers are informative. They show
that large organizations are more focused
on spending their security dollars on technologies that can help bolster their incident
detection and response capabilities, while
smaller companies are still trying to protect
against intrusions.
In recent years, security experts have cautioned organizations against an overreliance
on traditional security controls, such as signature-based anti-malware tools, firewalls,
VPNs, border routers, and intrusion detection
systems. Such tools continue to be vital in
blocking many attacks, experts say, but most
enterprises also need to consider emerging
technologies — such as behavior analytics
and monitoring — that can help with spotting
and mitigating the attacks that evade these
more traditional systems.
The greater interest in SIEM and security analytics technology among larger companies
is likely because large enterprises are better

Figure 4
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resourced to deal with the costs and complexities of these technologies than smaller
organizations. Though SIEM tools have been
available for years, they are designed to manage large amounts of data, and can be expensive to purchase and complex to maintain for
small organizations.
In most cases, top executives and line-level
staffers appear to share the same technology
spending priorities in our survey. The one area
where there was a significant difference was
around security awareness training, which
20% of executives cite as a top priority compared to 11% of staff and administrators.
The difference in attitudes about the issue
is important. Many of the largest and most
spectacular data heists in recent years typically began with an employee falling victim
to a phishing or business email compromise
scam. Security experts have said that such
incidents highlight the critical importance
of regular and ongoing employee awareness
training. The survey suggests that while executives and other decision makers see employees as an additional line of defense, security
practitioners themselves appear to be more
focused on technological solutions.

Figure 5
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Surging Interest in Security Services
Both IDC and Gartner expect security-related
services to consume an ever-growing chunk
of the overall security budget. IDC estimates
that in 2016, organizations spent 45% of their
security dollars on services.
Staffing shortages and the growing complexity of managing security technologies inhouse is driving much of that spending.
Gartner predicts that managed detection
and response services, in particular, will see
greater demand from both large and small
organizations, as they struggle to deploy and
manage technologies for detecting and mitigating threats on their networks.
The Dark Reading survey shows strong interest in penetration testing and security auditing services: 38% cite these services as a top
priority for their security services dollars in the
coming year. Cloud-hosted security services
comes in a close second at 37%. Managed security service providers are cited by 33% of the
respondents. Threat intelligence services, security consultancy services, and DDoS protection services also are among the top services
spending categories.
As with security technology, organizational

Figure 6

size appears to have an impact on spending
decisions, though not to the same extent.
Organizations across the board express
strong interest in cloud services spending.
About 44% of organizations with fewer than

50 employees pick cloud services as a high priority for security services spending, compared
to 47% of organizations with over 10,000 employees. Both large and small organizations
also show similar responses when asked about
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spending would increase
significantly in the event
of a major data breach.

Next

organizational interest in spending on managed security services.
However, larger organizations express a
significantly greater interest in spending on
threat intelligence services than small organizations. Nearly 43% of the largest respondents
identify threat intelligence as a top priority for
security services spending, compared to just
17% of the smallest organizations.
Threat intelligence services can help businesses build context around their security
data and help understand adversaries: their
motives, tactics, techniques, and procedures.
Many analysts consider such intelligence key to
an organization’s ability to prioritize responses
and mitigate threats more quickly. Enterprises
themselves have increasingly begun viewing
threat intelligence as a necessity, rather than
a luxury, says SANS. Interest in such services is
being driven by the growing realization among
security professionals that attackers often have
more information about a target enterprise’s
network than the organization itself does.

Figure 7

Drivers for Security Spending
The proliferating use of cloud computing services and mobile technologies, changing busi-

Dark Reading Reports

June 2017 12

Register
Previous

Next

2017 Security Spending Survey
Table of Contents

Previous

Next

Previous

Next

Previous

Download

Subscribe

Dark Reading Reports

Next

ness requirements, and regulatory compliance pressures are driving security spending
at a strategic level. Adding urgency are fears
about data breaches that could result in financial loss, business disruption, extortion, theft
of trade secrets and intellectual property, reputational loss, and eroded shareholder value.
Many of those concerns are reflected in
the Dark Reading Security Spending Survey.
When asked about the primary drivers for security spending, 35% point to the perception
of external threats posed by criminals and financially motivated attackers as their top reason. Compliance comes in second, with 29%
saying it is one of their top drivers.
Interestingly, organizations in the survey
appear to be relatively less concerned about
the potential for data loss caused by malicious
insiders, internal accidents, and negligence.
The result is somewhat surprising, given recent highly publicized internal breaches, such
as former NSA contractor Edward Snowden’s
theft of highly confidential data or the more
recent leak of the CIAs entire arsenal of malware tools and exploits.
Only 12% in the Dark Reading survey cite internal data leaks as a major driver for security

Figure 8

spending. That would appear consistent with
a Gartner Insider Threat survey of 186 organizations in 2016, which showed that many organizations consider insider threats as unlikely events — or worse, as urban myths, despite
all the evidence to the contrary.
The occurrence of security incidents has a di-

rect impact on spending patterns as well.
An overwhelming 78% of survey respondents say they would likely substantially
increase security spending in the event of a
major security breach. The negative publicity surrounding a major breach would also
likely drive an immediate change in security
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spending priorities as well.
A more granular inspection of the Dark
Reading survey data by respondent titles
shows some interesting differences between
spending drivers, as top executives cite some
different factors than line-level staff.
CISOs, chief privacy officers, IT executives,
and directors generally tend to view their security spending as being primarily guided by
concerns related to external threats, including
nation-state actors.
Some 35% of these executives point to external threats as one of the main drivers, compared to 30% of security staff and network and
system administrators. A greater proportion
(35%) of security staff and administrators view
compliance as a driver, compared to the 25%
of C-level executives who view compliance a
major driver. Security executives also appear
to be more concerned about security from a
customer and competition standpoint — 14%
cite it as a spending driver, compared to 9% of
staff and administrators.

Figure 9

help organizations reduce some of the complexity and costs associated with maintaining
an in-house IT operation. But there has been
some question as to whether the move to the
cloud would raise or lower IT security spending.
Impact of Cloud Service Adoption
The results of our survey suggest that the use
The general consensus among industry ana- of cloud services can have an impact on IT selysts is that strategic use of cloud services can curity spending — but perhaps not quite the

Dark Reading Reports

way some might expect. Forty-four percent of
the organizations that identified themselves as
not using cloud services (or using them only in
very limited fashion) say they expect security
spending plans to remain the same over the
next 12 months. In contrast, only 28% of heavy
cloud users — defined in the survey as those
using at least 25 cloud services and applica-
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tions — say they expect security spending to
remain the same.
While that might suggest at first glance that
the latter group plans to spend less on security in the near-term, the reality is somewhat
different. Only 2% of the heavy cloud users
hope to cut security spending by more than
20% in the coming year, which is the identical
proportion of light cloud users who plan on
doing the same thing.
In fact, a greater proportion of heavy cloud
users (39%) plan on increasing security budgets between 1% and 20%, compared to the
31% of light cloud services users who say the
same. The responses are not entirely surprising, given the concerns that enterprises have
long had around cloud security. Countless surveys over the past several years, like the Interop
ITX and InformationWeek 2016 State of Cloud
Computing Survey have chronicled enterprise
worries over security issues surrounding the
use of cloud services, including data leakage,
unauthorized access, and data availability.
As more enterprises begin moving critical
applications and services to hybrid and public cloud environments, those concerns are
only being exacerbated. The Interop survey

showed that, unlike in the past, enterprises
are worried less about general public cloud
security issues and are focused more on application-specific and technology-specific concerns. Efforts to address those issues could be
one reason why so many heavy cloud users
plan on increasing their security spending in
the next 12 months.
Centralized IT, Skills Availability
The easy availability of cloud and softwareas-a-service (SaaS) IT delivery models has
spawned the growth of so-called “shadow IT”
issues in many enterprises. Security groups
are being increasingly challenged to manage
risks initiated by business units purchasing
and consuming IT services without the approval of the IT or security departments. The
trend has raised security risks and focused attention on the need for enterprises to implement more centrally orchestrated security,
procurement, and governance practices.
Many of the organizations in the Dark Reading Security Spending Survey appear well positioned to get a handle on the problem. Sixtyfour percent of the respondents describe their
organizations as having a very centralized IT

function operated from one or two data centers. Another 22% say they are somewhat centralized, with most of their IT functions being
handled through a relatively small number
of data centers and business units. Only 14%
say their IT security responsibilities are “somewhat” to “very” distributed.
Meanwhile, much has been made about the
pressing shortage of security skills, especially
for certain functions like penetration testing
and analytics. In a global survey of 775 IT decision makers conducted by market research
firm Vanson Bourne on behalf of Intel Corp.
last year, 82% of the respondents reported a
shortage of skills. More than seven in 10 said
the shortage was causing them direct and
measurable harm.
Significantly, nine out of 10 believed technology could help them compensate for the
shortfall.
That could perhaps explain why 66% of the
respondents in the Dark Reading survey say
they had no plans to expand their IT security
staff over the next year. Four percent say they
actually would be reducing their staff, while
18% said they hope to modestly increase
security staff size.
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When survey takers were asked if the shortage of skills would drive them to spend more
on outsourcing and third-party security services, nearly six in 10 (57%) either “strongly” or
“somewhat” agreed.
Conclusion
Data breach concerns and compliance requirements have made enterprise decision makers
more willing to spend on cybersecurity than
ever before. The challenge for security orga-

nizations is to maximize the effectiveness of
their budgets by allocating dollars to the right
technologies and services. The proliferation of
security tools — and the growing availability
of cloud and managed service providers —
have given organizations a surfeit of options
for augmenting their in-house capabilities.
But increasing the use of third-party services
does not lessen enterprises’ direct responsibility for keeping critical data safe from external
and internal threats.
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